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Virtualization 2.0

About the Tutorial

Virtualization 2.0 is a technology that helps users to install different Operating Systems
on a hardware. They are completely separated and independent from each other.
Virtualization hides the physical characteristics of computing resources from their users,
their applications, or end users.

This is an introductory tutorial, which covers the basics of Virtualization 2.0 and explains
how to deal with its various components and sub-components.

Audience

This tutorial is created for IT Managers and System Administrators, who want to learn how
to install different OS on a hardware. It provides simple, easy to understand explanations
with useful working examples. We will go through most of the important modules of
Virtualization 2.0, so you can also use this as a reference for your future projects.

This tutorial is intended to make you comfortable in getting started with Virtualization 2.0
and its various functions.

Prerequisites

Since Virtualization 2.0 is all about operating systems and hardware, you will need to have
a basic knowledge about the various OS and their elements.

Additionally, it will be helpful if you are familiar with various components such as a server,
an application and various storage devices, if you want to understand all the information
provided.

Copyright and Disclaimer

© Copyright 2017 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e-book are the property of Tutorials Point (I)
Pvt. Ltd. The user of this e-book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e-book in any manner without written consent
of the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website or its contents including this tutorial. If you discover any errors on our website or
in this tutorial, please notify us at contact@tutorialspoint.com
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1. Virtualization — Overview

Virtualization is a technology that helps us to install different Operating Systems on a
hardware. They are completely separated and independent from each other. In Wikipedia,
you can find the definition as — “In computing, virtualization is a broad term that refers to
the abstraction of computer resources.

Virtualization hides the physical characteristics of computing resources from their users,
their applications or end users. This includes making a single physical resource (such as a
server, an operating system, an application or a storage device) appear to function as
multiple virtual resources. It can also include making multiple physical resources (such as
storage devices or servers) appear as a single virtual resource...”

Virtualization is often:
e The creation of many virtual resources from one physical resource.

e The creation of one virtual resource from one or more physical resource

Types of Virtualization

Today the term virtualization is widely applied to a number of concepts, some of which are
described below:

e Server Virtualization

e Client & Desktop Virtualization

e Services and Applications Virtualization
e Network Virtualization

e Storage Virtualization

Let us now discuss each of these in detail.

Server Virtualization

It is virtualizing your server infrastructure where you do not have to use any more physical
servers for different purposes.

@ tutorialspoint
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Classic Server Installation Virtual Server Installation

Client & Desktop Virtualization

This is similar to server virtualization, but this time is on the user’s site where you virtualize
their desktops. We change their desktops with thin clients and by utilizing the datacenter
resources.

Thin Chert ™hin Chent Thin Chert

il

Services and Applications Virtualization

The virtualization technology isolates applications from the underlying operating system
and from other applications, in order to increase compatibility and manageability. For
example - Docker can be used for that purpose.

' tutorialspoint
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Application Virtualizer

N
(£ ]

Bins/Libs

Docker Engine

Operating System
Physical Server

Network Virtualization

It is a part of virtualization infrastructure, which is used especially if you are going to
visualize your servers. It helps you in creating multiple switching, Vlans, NAT-ing, etc.

The following illustration shows the VMware schema:

VM1 VM2 VM3 VM4
m [m| m m Virtual Machines

Virtual Network
Adapters

} Virtual Switches
3

> Physical Network
Adapters

J\

” Local Area Networks

' tutorialspoint

EIMPLYEASYLEARMNING



Virtualization 2.0

Storage Virtualization

This is widely used in datacenters where you have a big storage and it helps you to create,
delete, allocated storage to different hardware. This allocation is done through network
connection. The leader on storage is SAN. A schematic illustration is given below:

Virtual Application Servers

SAN Fibre Channel Switch Fabric

Storage Pools
Storage Area Network

RAID1+0, RAID1 and RAIDS sets
Understanding Different Types of Hypervisors

A hypervisor is a thin software layer that intercepts operating system calls to the hardware.
It is also called as the Virtual Machine Monitor (VMM). It creates a virtual platform on
the host computer, on top of which multiple guest operating systems are executed and
monitored.

Hypervisors are two types:

¢ Native of Bare Metal Hypervisor and

e Hosted Hypervisor

Let us now discuss both of these in detail.

Native or Bare Metal Hypervisor

Native hypervisors are software systems that run directly on the host's hardware to control
the hardware and to monitor the Guest Operating Systems. The guest operating system
runs on a separate level above the hypervisor. All of them have a Virtual Machine Manager.

Examples of this virtual machine architecture are Oracle VM, Microsoft Hyper-V,
VMWare ESX and Xen.

' tutorialspoint

EIMPLYEAEYLEARMNINEG



Virtualization 2.0

Hypervisor type 1
Ex: Oracle VM, Microsoft Hyper-V, VMWare ESX and Xen

Hardware ( Server)

Hosted Hypervisor

Hosted hypervisors are designed to run within a traditional operating system. In other
words, a hosted hypervisor adds a distinct software layer on top of the host operating
system. While, the guest operating system becomes a third software level above the

hardware.

A well-known example of a hosted hypervisor is Oracle VM VirtualBox. Others include
VMWare Server and Workstation, Microsoft Virtual PC, KVM, QEMU and Parallels.

Ex: VMWare Server and Workstation, Microsoft Virtual PC, KVM, QEMU and Parallels.

OS installed on Hardware

W I —————————0
Hardware ( Server)

@ tutorialspoint

EIMPLYEAEYLEARMNINEG



Virtualization 2.0

Understanding Local Virtualization and Cloud

Virtualization is one of the fundamental technologies that makes cloud-computing work.
However, virtualization is not cloud computing. Cloud computing is a service that different
providers offer to you based on some costs.

In enterprise networks, virtualization and cloud computing are often used together to build
a public or private cloud infrastructure. In small businesses, each technology will be
deployed separately to gain measurable benefits. In different ways, virtualization and
cloud computing can help you keep your equipment spending to a minimum and get the
best possible use from the equipment you already have.

As mentioned before, virtualization software allows one physical server to run several
individual computing environments. In practice, it is like getting multiple servers for each
physical server you buy. This technology is fundamental to cloud computing. Cloud
providers have large data centers full of servers to power their cloud offerings, but they
are not able to devote a single server to each customer. Thus, they virtually partition the
data on the server, enabling each client to work with a separate “virtual” instance (which
can be a private network, servers farm, etc.) of the same software.

Small businesses are most likely to adopt cloud computing by subscribing to a cloud-based
service. The largest providers of cloud computing are Microsoft with Azure and
Amazon.

The following illustration is provided by Microsoft where you can understand how utilizing
extra infrastructure for your business without the need to spend extra money helps. You
can have the on-premises base infrastructure, while on cloud you can have all your
services, which are based on Virtualized technology.

Virtual Network

Windows Azure

MPLYEAEYLEARMNING
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2. Virtualization — Pros and Cons

In this chapter, we will discuss some of the most common advantages and disadvantages
of Virtualization.

Advantages of Virtualization

Following are some of the most recognized advantages of Virtualization, which are
explained in detail.

Using Virtualization for Efficient Hardware Utilization

Virtualization decreases costs by reducing the need for physical hardware systems. Virtual
machines use efficient hardware, which lowers the quantities of hardware, associated
maintenance costs and reduces the power along with cooling the demand. You can allocate
memory, space and CPU in just a second, making you more self-independent from
hardware vendors.

Using Virtualization to Increase Availability

Virtualization platforms offer a number of advanced features that are not found on physical
servers, which increase uptime and availability. Although the vendor feature names may
be different, they usually offer capabilities such as live migration, storage migration, fault
tolerance, high availability and distributed resource scheduling. These technologies keep
virtual machines chugging along or give them the ability to recover from unplanned
outages.

The ability to move a virtual machine from one server to another is perhaps one of the
greatest single benefits of virtualization with far reaching uses. As the technology
continues to mature to the point where it can do long-distance migrations, such as being
able to move a virtual machine from one data center to another no matter the network
latency involved.

Disaster Recovery

Disaster recovery is very easy when your servers are virtualized. With up-to-date
snapshots of your virtual machines, you can quickly get back up and running. An
organization can more easily create an affordable replication site. If a disaster strikes in
the data center or server room itself, you can always move those virtual machines
elsewhere into a cloud provider. Having that level of flexibility means your disaster
recovery plan will be easier to enact and will have a 99% success rate.

Save Energy

Moving physical servers to virtual machines and consolidating them onto far fewer physical
servers’ means lowering monthly power and cooling costs in the data center. It reduces
carbon footprint and helps to clean up the air we breathe. Consumers want to see
companies reducing their output of pollution and taking responsibility.
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Deploying Servers too fast

You can quickly clone an image, master template or existing virtual machine to get a
server up and running within minutes. You do not have to fill out purchase orders, wait for
shipping and receiving and then rack, stack, and cable a physical machine only to spend
additional hours waiting for the operating system and applications to complete their
installations. With virtual backup tools like Veeam, redeploying images will be so fast that
your end users will hardly notice there was an issue.

Save Space in your Server Room or Datacenter

Imagine a simple example: you have two racks with 30 physical servers and 4 switches.
By virtualizing your servers, it will help you to reduce half the space used by the physical
servers. The result can be two physical servers in a rack with one switch, where each
physical server holds 15 virtualized servers.

Testing and setting up Lab Environment

While you are testing or installing something on your servers and it crashes, do not panic,
as there is no data loss. Just revert to a previous snapshot and you can move forward as
if the mistake did not even happen. You can also isolate these testing environments from
end users while still keeping them online. When you have completely done your work,
deploy it in live.

Shifting all your Local Infrastructure to Cloud in a day

If you decide to shift your entire virtualized infrastructure into a cloud provider, you can
do it in a day. All the hypervisors offer you tools to export your virtual servers.

Possibility to Divide Services

If you have a single server, holding different applications this can increase the possibility
of the services to crash with each other and increasing the fail rate of the server. If you
virtualize this server, you can put applications in separated environments from each other
as we have discussed previously.

Disadvantages of Virtualization

Although you cannot find many disadvantages for virtualization, we will discuss a few
prominent ones as follows:

Extra Costs

Maybe you have to invest in the virtualization software and possibly additional hardware
might be required to make the virtualization possible. This depends on your existing
network. Many businesses have sufficient capacity to accommodate the virtualization
without requiring much cash. If you have an infrastructure that is more than five years
old, you have to consider an initial renewal budget.

MPFLYEAEYLEARMINEG
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Software Licensing

This is becoming less of a problem as more software vendors adapt to the increased
adoption of virtualization. However, it is important to check with your vendors to
understand how they view software use in a virtualized environment.

Learn the new Infrastructure

Implementing and managing a virtualized environment will require IT staff with expertise
in virtualization. On the user side, a typical virtual environment will operate similarly to
the non-virtual environment. There are some applications that do not adapt well to the
virtualized environment.

MPLYEAEYLEARMNING
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3. Virtualization — Common Uses

There are several types of uses in virtualization, but the most commonly used are Server
Virtualization and Client Desktops Virtualization. We have already discussed their
advantages in the previous chapter and why are they used widely.

Virtualizing Desktop Computers

Client virtualization also called as VDI runs the entire desktop environment within a
centralized server. All processing is done within the server. Client devices are typically thin
clients that serve as an end node to connect I/O peripherals such as keyboard, mouse, a
display, audio connectors and even USB ports over the LAN.

Servers
Virtual Desktop Infrastructure

Thin Client
Desktop View 2

Thin Client Thin Client
Desktop View 1 Desktop View 2

As discussed earlier, a thin client hardware is a computer terminal, which provides I/0 for
a keyboard, mouse, monitor, jacks for sound peripherals, and open ports for USB devices.

For example - Printer, Flash Drive, Web Cam, Card Reader, Smartphone, etc. Some thin
clients include legacy serial and/or parallel ports to support older devices such as Receipt
Printers, Scales, Time Clocks, etc. Thin client software typically consists of a GUI (graphical

10
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user interface), Cloud Access Agents (for e.g. RDP, ICA, PCoIP), a local web browser,
terminal emulations (in some cases) and a basic set of local utilities.

The largest producers of thin clients are HP, Dell and IBM.

shhtpiieg

Running a Specific Program Solution

One of the best software known for Desktop Virtualization is XenApp & XenDesktop. Deliver
Windows, Linux, Web and SaaS applications or full virtual desktops to workers on any
device and anywhere.

More information can be found on https://www.citrix.com/products/xenapp-xendesktop/.

Another major provider is VMware with its platform called VMware Horizon 7. To
purchase and understand all their features and specifications, click on the following link -
http://www.vmware.com/products/horizon.html.

Microsoft is another provider with a combination of Remote desktop services along with
Hyper-V. For any further Information on this, click on the following link -
https://technet.microsoft.com/en-us/windowsserver/ee236407.aspx.

11
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Setting up Test and Development Environments

One of the most powerful features of a virtualized environment is the possibility to create
labs for different approaches in a minute, especially in software development and then to
import the same infrastructure in production.

Regarding the test environment, it brings cross-platform functionality to your dev-test
environment and uses your preferred coding language to build natively. It tests your
applications on the devices and platforms you use today: from Linux, Windows to iOS and
Android.

All the features mentioned in the above can be done through private cloud or public cloud.
It depends on what we would like to use as per the requirement. You should take into
consideration the human resources with which you have to manage this cloud and the
budget that you want to spend.

12
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4. Virtualization — Hardware

In this chapter, we will discuss various components of hardware such as CPU, Memory,
Storage and Networking.

Understanding Virtual CPU

When we install a hypervisor, each physical CPU is abstracted into virtual CPUs. This
divides the available CPU cycles for each core and allows multiple VMs to "time share" a
given physical processor core. Generally talking, the hypervisor typically assigns one
workload per vCPU (per core). If the workloads on a server need more CPU cycles, it is
better to deploy fewer VMs on a particular virtual CPU.

Let us consider the following example to understand the logic of virtual CPU.

I have a physical server with two processors (CPU 1 and CPU 2) and each of them has four
physical cores. In total, we have 2*4 = 8 physical cores.

Based on some calculations our hypervisor provided for each physical core, we can get
5-10 vCPUs.

In total, we will have [8 physical cores * (5 to 10 vCPUs)] 40-80 vCPUs, which means that
we can assign a maximum of 80 vCPUs to virtual machines.

13
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CPU1

i
|

—t| CPU2

SERVER ,
2 CPU I
QUAD CORE %%
CORE1 CORE 2
CPU 1
4 CORE
CORE 3 CORE 4
1 vépu M/
XCORE =Y vCPU
1 CORE = 5-10vCPU
TOTAL =2*4*10=80 vCPU

Understanding Virtual Memory

Virtual Memory in simple words is the RAM of the machine. The memory resource settings
for a virtual machine determines how much of the host's memory is allocated to the virtual
machine. The virtual hardware memory size determines how much memory is available to
applications that run in the virtual machine.

A virtual machine cannot benefit from more memory resources than its configured virtual
hardware memory size. The ESXi hosts limit the memory resource use to the maximum
amount useful for the virtual machine, so that you can accept the default of unlimited
memory resources.

You can add, change, and configure virtual machine memory resources or options to
enhance virtual machine performance. You can set most of the memory parameters while
creating the virtual machine or it can also be done after the Guest Operating System is

14
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Virtualization 2.0

installed. Most of the hypervisors require to power off the virtual machine before changing
the settings.

In the following schematic illustration, you can see that the total physical memory is
divided between two virtual machines.

guest virtual memory

guest physical memory

machine memory

Understanding Virtual Storage

Storage virtualization is the pooling of physical storage (Data cluster) from multiple
network storage devices into what appears to be a single storage device that is managed
from a central console. We cannot assign more storage to virtual machines that data
cluster offers physically.

You will see these extensions on the end of a file. Of all the files used as part of a virtual
machine, different hypervisors like to use different file types. Some of the more common
are VDI, VHDX, VMDK and HDD.

In the following example, we have a data cluster of 12 TB in total and four virtual machines
to which we have allocated storage to each of them. In total, the maximum storage
allocated to them is 12 TB.

Datastore Cluster 12 TB

VM1 VM2 VM3 VM 4

15
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Understanding Virtual Networking

We will discuss this with a simple example as to how virtual networking done.

We have Virtual Machine 1, 2, 3 and 4 running on the same host. They would like to send
the network traffic back and forth. This is done by virtual networking cards as shown in
the following illustration (vNIC), which connects virtually with a virtual switch (vSwitch)
that is created by the hypervisor.

This virtual switch communicates with a physical card of the server (pNIC), which is
connected with a physical switch (pSwitch) and then communicates with the rest of the
network equipment.

Please see the following schematically done up scenario.

1 1 1 1

16

' tutorialspoint

EIMPLYEASYLEARMNING



5. Virtualization — Microsoft Hyper-V

In this chapter, we will discuss Microsoft Hyper-V along with its various modules.

Installing Hyper-V in Windows Server 2012

Microsoft Hyper-V, known as Windows Server Virtualization, is a native (bare) hypervisor.
It can create virtual machines on x86-64 systems running Windows OS, starting with
Windows 8. Hyper-V supersedes Windows Virtual PC as the hardware virtualization
component of the client editions of Windows NT. A server computer running Hyper-V can
be configured to expose individual virtual machines to one or more networks.

Hyper-V was first released alongside Windows Server 2008 and Windows 7 and has been
available without charge for all the Windows Server versions and some client operating
systems since that time.

Let us see how to install a Hyper-V role in a Windows Server 2012 by following the steps
given below.

Step 1: To Install Hyper-V role go to “Server Manager” - Manage - Add Roles and
Features.

v @ I r Manage Tools View Help

| Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

17
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Step 2: Click on “"Next”.

DESTINATION SERVER

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing doc , or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous

Step 3: Select "Role-based or feature-based installation” option - click on “Next”.

DESTINATION SERVIA

Select installation type

asfore You Beain Select the installation type. You can install roles and festures on a running physcal computer or virtusl
— machine, or on an offline virtual haed disk (VHD)

Carver Cabucton ® Role-based or feature-based installation
i Configure a sngle server by adding roles, role seraces, and festures.

' Remote Desktop Seevices Installation
Install required role services for Virtual Desitop Infrastructure (VOI) to create a virtual machine-based
of sesson-based desktop deployment.

tutorialspoint
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Step 4: We will locally install the Hyper-V role as such “Select a server from the server
pool” - click “Next".

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type

(O Select a virtual hard disk

Server Roles Server Pool
Features

Filter:

Name 1P Address Operating System

192.168.0.40 Microsoft Windows Server 2012 Datacenter Evaluation

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[y |

Step 5: From the Roles lists, check the “Hyper-V"” Server role - click on Add Features on
the popup window > click “Next”.

DESTINATION STRVER
Select server roles
l A The destination server has & pending restart. We recommend that you restart the destmation server before either instaling o.. x I
gefore You Segin Select ane or more roles to mstall on the selected server,
nealyton .,':C Roles Description
Server Selaction T iy - —— Ta Hyper-V provides the services that
_ [T] Active Directary Federation Services YOu Can 150 10 Create and manage
= [ Active Directary ¢ ¢ Derectory Se: virtual machines and their resources.
Features : R g T Each virtual machine is a virualized
! Active Directory Rights Management Services computer system that operates in an
| Application Server isolated execution ervironment. This
] DHCP Server allows you 1o run multgle operating
(] DNSS - systems simultanecusly.
1 Fax Server
> [®] File and Storage Services (2 of 12 installed)
] Network Policy and Access Servcet
[T] Print and Document Services
(W] Remote Access (1 of 3 installed)
[_] Remote Decktop Services
I Valiome Arvatinn Samdene v
(< Prevous | [ We> ol | [ Canedl” ]
19
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Step 6: Click "Next".

DLITINATION STRVER
Hyper-V
Safore You 2eon m«vmmnmmmmwmmm»mm
- You can use virtual machines to A multiple workloads on one phytical server, to improve
instalpson Typ secver avallability, and 10 incresse efficiency in developing and testing software.

Server Selecton
Things to note:

Foatye * Before you install thes role, you should identity which network connections on the server you want to
tores
use for setting up virtual switches.
_ * ARter you install Hyper-V, you can use Hyper-V Manager to create and configure your wriual
Virtual Swnches machines.
Migration

Sarver Roles

Defauk Stores

Cenfirmation

More information about Hyper-V

I « Previows .‘ naty Cancel i

Step 7: Choose your server's physical network adapters that will take part in the
virtualization and responsible for network switching - click on “Next”

INAT L]

Create Virtual Switches

Virtual machines requare virtusl switches 1o <o with other e After you install this
role, you can creste wrtusl machines and attach them o & virtual switch

s One vwrtusl switch will be crested for each network adapter you select. We recommend that you create
Servar Seleczon 2% least one wiitual switth now 1o provide virtual machines with connectivity 10 a physical network. You
Satver Folet can add, remave and moddy your virtual switches later by using the Virtual Switch Manager

Bafore You Begin
nsailaton Type

Faatures
Hypary

Migration

Defayrn Soees

Confirmazion §) We recommend that you reserve one ek ad for access to this server. To reserve 2
network adapter, donm:*««bvuumhawmdmn

20
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Step 8: Under Migration, leave the default settings - click on “Next”.

Virtual Machine Migration

8efore You Begin
Instaliation Type
Server Selection
Server Roles
Features
Hyper-V

Virtual Switches

Default Stores

Confirmation

Default Stores

Sefore wou Begln
instalation Type
Servir Selecion
Sacver Roles
e
Hyper-V
Viezodl Switches
Migration

Confirmation

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations, If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.

[C] Allow this server to send and receive live migrations of virtual machines
- Authentication protocol
Select the protocol you want to use to authenticate live migrations.
®) Use Credential Secunty Support Provider (CredSSP)
This protocol is less secure than Kerberos, but does not require you to set up constrained
delegation. To perform 3 live migration, you must be logged on to the source server.
Use Kerberos
This protocol is more secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely.

A, ' this server will be part of a cluster, do not enable mi now. | d, you will configure the
server for live migration, including sp«vfymgnewks when you create the cluster.

Step 9: Choose the path where you want to save the file > click on “"Next”.

ﬁi NATON SERVER

Hyper-V uses default locations 10 store vwiual hard dusk files and virtual machine configuration files,
unless you specify different locations when you create the fles. You can change these default locstions
Now, Of you can change them later by moddying Hyper-V settings.

Default location for virtus! hard disk files:
CAUsers\Pubic\Documents\Myper-VAVirtusl Hard Ditks
Default location for virtual machane configuration files:
CAProgramData\Microtoft\Windows'\Hyper-V

- l.\&]

tutorialspoint

SEIMPLYEAEYL

E

ARMNING

21



Virtualization 2.0

Step 10: Click “Install” and wait for the installation bar to finish.

[ Add Roles and Features Wizard I.::[E:-

O install the folicwsng role e serwcet or features On selected server, Click Inata

V| Restart the dettinaton server Mutomaticy y W requered

pronal features (Sudh 25 20MNASTYILON 100N Mgt De duplayed on this page because they have
beer: sefected avtomatcally. H you do not want 10 sstall thete optonsl features ciick Prevwous 10 cles
thew check boeet

Hyper-V

Remote Server Adminstration Tooks
Role Adminstration Tools
Hyper-V Management Tooks

Hyper-V Modyle for Windows PowerShed

Dataik Siore
Confrmation HyperV GUI Mansgement Tools

< Previous Instadl ancel

Installing Hyper-V in a windows 10 workstation

To install it in Windows 7, 8, 10 versions, you have to check if your computer supports
virtualization. Following are the basic requirements:

e Windows 10 Pro or Enterprise 64-bit Operating System.
e A 64-bit processor with Second Level Address Translation (SLAT).
e 4GB system RAM at minimum.

e BIOS-level Hardware Virtualization support.

In my case, we have a laptop HP Probook 450 G3, which supports it.
Before continuing with the installation, follow the steps given below.

Step 1: Ensure that hardware virtualization support is turned on in the BIOS settings as
shown below:

22
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= £ ‘.. . - -
Power Advanced
Setup Password
Power-0n Password
Device - -
USB Se
Slot S - iae bt
Networ = = O & U1U0¥
System -
Master
U=H M

Virtualization 2.0

Step 2: Type in the search bar “turn windows features on or off” and click on that
feature as shown below.

9

B

Best

All 0 .2 Filters \/

match

Sy

L)

Turn Windows features on or off
Control panel

S
Web

Jo.

VEI O D D O

Settings

Apps & features

turn windows features on or off - Search th

turn windows features on or off windows 10
turn windows features on or off.

turn windows features on or off blank

turn windows features on or off empty

turn windows features on or off vista

turn windows features on or off is blank

turn windows features on or off command

tutorialspoint
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Step 3: Select and enable Hyper-V.

a
Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@ W]  .NET Framework 4.6 Advanced Services A
[J  Active Directory Lightweight Directory Services
[1  Embedded Shell Launcher

5 [ Hyper-v
5 & Hyper-V Management Tools
(4 Hyper-V GUI Management Tools
M Hyper-V Module for Windows PowerShell
= 4 Hyper-V Platform
£4  Hyper-V Hypenvisor
4 Hyper-V Services
[¥]  Internet Explorer 11
G 1 Internet Infarmation Services

I Cancel

Creating a Virtual Machine with Hyper-V

In this section, we will learn how to create a virtual machine. To begin with, we have to
open the Hyper-V manager and then follow the steps given below.

Step 1: Go to “Server Manager” - Click on “Hyper-V Manager”.

m SERVERS
i Dashboard All tarve toital

i Local Server
fli Al Servers
'ii AD DS 'f‘.rv"."v.f IPvE Address  Manageability Last Upciate Windows &

13 pHeP m
& ons ] Add Roles and Features

= Shut Down Local Server
N§ File and Storage Services b i

M t
B Hyper-V Computer Management

ns
ﬁ Windows PowerShet
Configure NIC Teamng

Configure Windows Automatic Feedback

l Hyper-V Marager l

EVENTS
e Stant Performance Counten

£ Refresh

Copy

Server Name I eventy  Sowrce \og

24
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Step 2: Click "New” on the left Panel or on the “Actions” button.

&= 2@ B[E

| 23 Hyper-V Manager

Virtual Machines

o~

Name

s Import Virtual Machine...
<] % Hyper-V Settings...

&3 Virtual Switch Manager...
Virtual SAN Manager...
Edit Disk...

ol
71
g Inspect Disk...
®
Pal
G

Stop Service

Remove Server

Refresh
View »

Help

Step 3: Double-click on “Virtual Machine...”

File Action‘ View Help

S »
33 H Import Virtual Machine... Hard Disk...
Bl |Hyper-VSettings.. Floppy Disk...
Virtual Switch Manager... o State ¢
Virtual SAN Manager... )
Edit Disk...
Inspect Disk...
Stop Service
Remove Server hots
Refresh
25
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Step 4: A new table will open > Type Name of your new machine - click “"Next”.

Choose a name and location for this virtual machine.
The name is deplayed in Hyper-V Manager, We recommend that you use 3 name that helps you easily

identify this virtual machine, such as the name of the guest operating system or workioad.
Name:  [Windows 7| |

You can create a folder or use an existing folder to store the virtual machine. If you don't select a
folder, the virtual machine is stored in the default folder configured for this server,

[7] Store the virtual machine in a different location
C: ProgranData Wkrosoft iWindows Hyper -V\

Step 5: A new table will be opened where you have to allocate the memory. Keep in mind
you cannot choose more memory than you have physically.

/ Assign Memory

Reos ToBegn Spedify the amount of memory to allocate to this virtual machine. You can spedify an amount from 8
Specify Name and Location :amir-;:wmwm.mfvahMMmtm
Assign Memory

)

Configure Networking
Use Dynamic Memory for this virtual machine.
Connect Virtual Hard Disk .
When you decide how much memory to assign to a virtual machine, consider how you intend to
Installation Options owehvﬂndmad\heuﬂhopeumommhtltwlnn.
Summary

Step 6: In the "Connection” drop down box, choose your physical network adaptor - click on “"Next”.

26
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Step 7: Now it is time to create a Virtual Hard disk, if you already have one, choose the

second option.

ﬁ Connect Virtual Hard Disk

A virtusl machine requires storage 50 $hat you can install an operating system. You can specify the
storage now o configure it later by modifying the wiual machine's properties.

® Create a virtual hard dick
Use ths option to ceate a dynamcaly expanding virtual hard dek wash the default format (VHOX).

Name:  [Windows 7.vhdx J

Location: €\ isers Pric Documents Hyper ¥ irtusl Hard Disks} |[ Beomse... |
S E] GB {Maxamum: 64 T8)

() Use an existng vietual hard disk
Use this option %o attach an existing vrtual hard dek, either VD or VHOX format.

Crsers Public Documents Hyper 4 (Wirtusl Hard Dighr

() Attach a virtusl hard dek later
Use ths aption to skip this step now and attach an existing virtual hard disk later,

| <prevos | | Mext> || Firesh ]l Corcel |

Step 8: Select the Image of ISO that has to be installed > click on “Finish”.

ﬁ Installation Options
Before You Begn You can nstall an operating system now I you have access to the setup media, or you can nstall it
Specify Name and Location .
Assign Mesiory () Instal an operating system later
Configure Networking (® Irstal an operating system from & boot COAVD-ROM
Connact Virtusl Mard Disk Meda
| instsdaton Optons | O S cHAND v | |0
Summary @) Image fle (iso): |2 Wsersiadministrator esktop Windows x@5.6] | Browse... |
() Tnatal an operating system from & boot foppy disk
7 Instal an operating system from & natwork-based nstallation server
[ <previs | | mnext> ||| Eren Cancel |
27
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Step 9: After clicking on finish, you would get the following message as shown in the

screenshot below.

Before You Begn

Specfy Name and Location

Assign Memory

Configure Networking

Coenect Virtual Mard Disk
installation Options

ﬁ[ Completing the New Virtual Machine Wizard

You have successfully completed the New Vrtual Machine Wizard, You are about 1o creste the

folowing vertual machine.

Desanption:

‘ Name: Windows 7

| Memory: pul B -]

| Network: Intel(R) PRO/1000 MT Network Connection - Virtual Switch

| Hard Dislc C:\Uisers Publc Documents Hyper -ViVirtual Hard Disks\Windows 7, vixdx (VHDX, ¢

| Operatng System: Wil be nstalled from C:'\Users\Administrator \Desktop\Windows 7 x86.i0

Step 10: To connect to the Virtual machine, Right Click on the created machine - click

on “Connect...”

Virtual Machines
Name State CPU Usage Assigned Memory  Uptime
;
[ Connect... ]
Settings...
<|
Start
Snapshots Snapshot
Move... as no snapshots.
Export...
tutorialspoint
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Step 11: After that, installation of your ISO will continue.
* Windows 7 on EEMSMMSMSSEN | - Virtual Machine Connection L-_-.l!'q

File Action Media Cipbomd VYiew Help

3 @O0 1 i

¥ Install Wedows

”

Windows 7

Setting up Networking with Hyper-V

The Hyper-V vSwitch is a software, layer-2 Ethernet network-traffic switch. It allows
administrators to connect VMs to either physical or virtual networks. It is available by
default within the Hyper-V Manager installation and contains extended capabilities for
security and resource tracking.

If you attempt to create a VM right after the set-up process, you will not be able to connect
it to a network.

To set up a network environment, you will need to select the Virtual Switch Manager in
the right hand side panel of Hyper-V Manager as shown in the screenshot below.

29
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o

B Hyper-V Manager

i I

Hyper-V Manager
File Action ‘View Help
&

Virtual Machines

Name E State CPU Usage
- === Rurrng 03
=] Aurning 0

B —————

» Now

Active directory

Notes: None

Created: B1S/2016 92251 AM
Versios: 50
W Generatios: |

= | Actions
| ALTIRNO1SRY09
Assigned Memory Upt
S12ME P4
8000 MB n

New

g Impont Virtual Machine

Hyper-V Settings

SESY | yrrw—
i

| & Virtual SAN Manager
uh €42 Dnk..

mspect Disk

Stop Service

Remove Server

2 X®L
m

Refresh

View »
| Help

| Active directory -
1 Conmect

Settings..

®) Turn Off
Clustered: o |

Heartheat:  OK (No Ax |
Data Save

O Shut Down

Integration LUodse o T

Prure
Servces:

1P Reset

{ e Checkpomnt

The Virtual Switch Manager helps configure the vSwitch and the Global Network Settings,
which simply lets you change the default *‘MAC Address Range’, if you see any reason for

that.

Creation of the virtual switch is easy and there are three vSwitch types available, which
are described below:

External vSwitch will link a physical NIC of the Hyper-V host with a virtual one
and then give your VMs access outside of the host. This means that your physical
network and internet (if your physical network is connected to internet).

Internal vSwitch should be used for building an independent virtual network,
when you need to connect VMs to each other and to a hypervisor as well.

Private vSwitch will create a virtual network where all connected VMs will see
each other, but not the Hyper-V host. This will completely isolate the VMs in that

sandbox.

EIMPLYEAEYLEARMNINEG
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2_Virtual Switches A Create virtual switch
Uy New virtual network switch
# o Externa \fﬂnttypeofwmdm&doyoumbmn?
& Global Network Settings Internal
§ MAC Address Range Private
R 0 (015500
' |
Creates a virtual switch that binds to the physical network adapter so that wtual
machines can access a physical network.
| o || conced |

Here, we have selected “External” and then “Create Virtual Switch”. The table with the
setting of the vSwitch will be open where we will fill the fields as shown below:

e Name: is the name that we will put to identify the vSwitch.

¢ Notes: is the description for us, generally, we put friendly descriptions to be
understood.

e Connection Type: is external as explained earlier and selects a physical network
card on my server.

Once all this is entered, Click on “"OK".
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2 Virtual Switches
A New virtual network switch
# oy External Name:

o Virtual Switch Properties

Intel(R) 1210 Gigab |External switch
% o External switch
Intel(R) Ethernet Connection ... | MNOtes:
2 Global Network Settings connection to internet for my VM machines]
Y MAC Address Range

Connection type
What do you want to connect this virtual switch to?
®) External network:

| Intel{R) Ethernet Connection 12174M

[w] Allow management operating system to share this network adapter
[] Enable sngie-root 1/O virtuaization (SR-IOV)

(O Intemal network

) Private network

VLANID
[T] Enable virtual LAN identification for management operating system

| Remove |
) SR-10V can only be configured when the virtual switch is ceated. An external

virtual switch with SR-I0V enabled cannot be converted to an internal or private
switch.

ok ||| cacet || Aoy |

Allocating Processors & Memory to a VM using Hyper-V

In this section, we will see the task of allocating CPU, Memory and Disk Resources to the

virtual machines that are running on a server. The key to allocating CPU or any other type
of resource in Hyper-V is to remember that everything is relative.

For example, Microsoft has released some guidelines for Virtualizing Exchange Server. One
of the things that was listed was that the overall system requirements for Exchange Server
are identical whether Exchange is being run on a virtual machine or on a dedicated server.
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To allocate one of the features mentioned above, we need to click on the “Settings...” tab
in the right hand side panel.

o Virtual SAN Manager...
& Edit Dak.

(¥
s Inspect Disk...
Checkpoints (W) Stop Service
75 Ramove Server
The selected vt machne has ro checkports
3 Refresh
View »

B e 3

TR machine A

wy Connect.
I Settings. l
mete———— machine -
3

Sant
Crested:  1/1/1601 100.00 AM Clastered: Mo 22 Checkpoint
Versios: 50 Fid
Generation: |

o Bport..
liotes: tone
] Rename..

,"f. Delete...
Summay | Memory | Netwodorg ] Ragheatnn 4% Enable Replication...
-y 1B Hep

Move..,

To allocate more memory to the selected virtual machine, click on the "Memory” tab on
the left hand side of the screen. You will also have “Startup RAM”, where you can allocate
as much ram as you have physically to a VM machine - Click on “Ok”.

| Inventory software machine vi 4 G
R MHardware -~ .- e
L Add Hardware

& 8105 You can configure options for sssgning and mansging memory for this virtual machine.
Specify the amount of menory that Fus vrtual machine wil De started with,

Startup RAM: — £000| M8

o ='°“"°’_ Dynamic Mermory
% P You can manage the amount of memory assigned 1o this vitual machine
= I8 D€ Controler 0 dyramically withn e soecied range,
Hared —
o Lo | Enabie Dynamic Memory
= B IDE Controles 1 200
4 DVO Drive
B8 CSi Controler
# § Network Adapter s
¥ comi
wne A
T oom2
one ™
qumm« Specify how %o prionaze the avalabiity of memory for thes witul machine
" compared to other virtual machines on this computer.
! Management .
1] tare tow § Hah
7. Integraton Senvices ) specfyng alower seteng for ths virtual machine might prevent it from

. : startng when other virtual machines are running and avallsble memory s low.
| Chedpoint Pde Location

H wlﬂmﬁuw

[® Automatic Start Acson
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To allocate more processors, click on the “Processor” tab on the left hand side of the panel.
Then you can enter the number of virtual processors for your machine.

! Hardware [0 n Processor
9 Add Herdware
& 810S You can modify the number of virtual processors based on the number of processors on
 Boot-from €D the physical computer. You can also modify other resource control settings,
. Memory Nurber of virtual processors: 15
T ¥ Processor control
1 Virtual processor You can use resource controls to bafance resources among virtual machines.
D o o D
T Percent of total system resources: o
= B IDE Controler {
{4 DVD Drive Virtual machine Imit (percentage): 100
L I >
Percent of tots system resources: 25
&1 SCSI Controller
# § Network Adapter :
o 5|| Rebtveweght [ soo]
¥ com1
W com2
Hone
| Oskette Orive
2! Manag t
|1, Name
Inventory software madhne
|| Integration Services
Some servces offered

@ Chedpont Fle Location

" —
B Smart Pagng Fle Location

.
B Automatic Start Action

Reetart of ry st e
el previousy raveng v
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If you need to expand, compress the capacity of the virtual hard disk. Click on the “IDE
controller 0” on the left hand side panel > click on “Edit".

= Wl [OF Conwroler 1

Inventory software machine v] 1 Q
* MHardware A (& Mard Drive
¥ Add Hardware
& E0S You can change how this virtual hard disk & attached to the virtual machine. If an
" Boot $rom €D operating system & instaled on this disk, changng the attachment might prevent the
T . vrtual machine from startng.
-Mawt Controler: Location:
5 @ o [ 0€ Controter 0 vl [0t use) v]
1 VLS Drotessns Meda
i= Bl IDE Controler 0 You can compact, convert, expand, merge, reconnect or shrink a virtual haed disk
% (L& Hard Drive by editing the associated fie. Mhuwbhﬁc
ONTNETmeetmmss ® Virtual hard disk:

| e w—crri——  e—————

€4 D Drne
._u'. 3os St
G ™ New Edit I Browse.,.
Nscsxcwus [t ] | I
# | Network Adapter sl
External |
¥ comi
Hore ) 1f the physical hard disk you want to use & not ksted, make sure that the
W comz dsk iz offine. Use Disk Mansgement on the physical computer to manage
Hone physical hard disks.
Bl Dus e To remove the virtual hard dek, ik Remave, This dsconnects the dk but does not
- AT delete the associated file.
1) tame

rveniory software machne
g bmqawns«vm
. w5 offered

al Oedoe-nﬂeloam

| A

1) Snmpmﬁeunum
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Once all the above changes are done, Click on “Next”

% Locate Virtual Hard Disk

Before You Begn Where is the wriual hard disk fle located?
Location: é\_{ru
4, Eding the folowng types of virtual hard disks might result i data koss:
. mmmmmammmwmmmmw

= ¥irtual hard disks ( avhd/.avihvix) d with virtual machine checkponis.
<« Virtual hard disks associated with a virtual machine Shat has replication enabled and is
currently nvolved in nitial rephcation, resyndivonization, test falover, or falover,

Select one of the options based on your need (all of them have their respective
descriptions) and then click on “"Next”.

What do you want to do to the virtual hard dsk?

.’é) mm
This option compacts the fle size of a wirtual havd dk. The storage capaoty of the vrrtusl hard dek
remans the same.

) Coenvert

This option converts 3 virtual hard disk by copying the contents to a new vrtual hard disk, The new
virtual hard disk can use a different type and format than the orignal virtual hard disk.

O Expand
This opton expands the capacity of the virtus! hard disk.
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Click on “Finish” and wait for the process to finish.

You have successfilly completed the Edit Virtual Hard Disk Wizard, You are about to maks the followng
changes.

Desgrpton:

| Virtus! Hard Dec: (IR e vhd (YD), dynamicaly expandng)
| Acbon: Compact

To complete the action and dose the wizard, dick Finsh,

Using Checkpoints in Hyper-V

Checkpoints in Hyper-V are called snapshots and they help us to revert the machine in a
desired state that we had in the past.

To create a checkpoint we should follow the steps given below.

Step 1: Select the VM by clicking on it. On the left hand side panel, click on “Checkpoint”.

| SEEETAVN Furng 0s Hume 01| & fmpert Vitusl Mackne..,
g Frrw 6% 3200 M8 0% 3 jyperv settiogs.

— U3 Vit Swetch Manager..,
& Vsl SAN Manages
pb S0k,
O Tmpect Ditk..
Checkpoints B Sop Senice
- 7 Remove Sene
03 Retvesh

The selected vt machere 2o (0 Chockpoess

View ’
H s N
o Cennect..
5 Settngs.
@ sun
Createst: VWIS 10000 AR Oustered: Yo [ 2 Checkpomt
Version $0 P Mo
1
Generstion: o Epoa.
Notec Hore =
w Reame..

B Delete.

PSSR Ty ey o wr— § Eretdie Rephcatico. bl
s 18

Inventory software machine
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Step 2: The following checkpoint will be created with the respective date and time in the

main Hyper-V manager console.

"
‘ Checkpoints
= La P - (12102018 - 30540 AW
» Yow

‘ Iy y software machi

| I
Crested:  1/V/3%01 10000 AM Clusternd N
Versiom
Generation: |
Mates: RERY

! ; T T

| Suermary Mursay | Netwodking | Replicsten

& Vemus SAN Manages
b EdeDsi

Inapect Dish.

8 Stop Senvice

75 Remove Server

(3 Relrmh

Vaw »

n Helip

9
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6. Virtualization — VMware Workstation Player

In this chapter, we will understand how to install the VMware Workstation Player and its
usages.

Installing VMware Workstation Player

VMware workstation player is a “hosted hypervisor”, so you have to have a pre-installed
0OS before continuing to install it.

VMware workstation player is free version and available for non-commercial, personal and
home use. They also encourage students and non-profit organizations to benefit from this
offering. To download the VMware workstation player, you can click on the following link
- http://www.vmware.com/products/player/playerpro-evaluation.html. To install the
VMware workstation player, follow the steps given below.

Step 1: Click on "Download Now” as shown in the screenshot below.

s Sl o . A Ehivt A iae
kstation Piayer - VMware Pic 5

WORKSITATION
PLAYER™

from this offering

. 5 ; Commercial organizations require paid licenses to

use Workstation Player

Need a more advanced virtualization solution?
Check out Workstation Pro for Windows or
Workstation Pro for Linux

VMware Workstation 12.5 Player for VMware Workstation 12.5 Player for Linux
Windows 64-bit 64-bit
© Download Now » © Downioad Now »
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Virtualization 2.0

Step 2: You will see that a file has been downloaded - double click on it.

Player for Windows

© Downioad Now»

,.§ YMware Workstation 12 Player Setup

e advanced viriualization

welcome to the YMware Workstation 12 Player

Setup Wizard IVorkstation Pro for Wind
X
WORKS 10 The Setup Wzard will install Yiware Workstation 12 Flayer
PLAYER on your computer, Chck Next to continue or Cancel to exit

the Setup Wizard.

are Workstation 1 A tation 12.5 Player f

:
Copyright 1938-2016 VMware, Inc. All rights reserved. This
> product is protected by U.S. and intemational copyright and
mioad Now » inteflactual property laws. YMweare products are covered by
one or more patents bisted at:

GET SUPPORT
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Virtualization 2.0

Step 4: Check the box "I accept the terms in the license agreement” - Click on “"Next".

ormmercial organizalions require pal

- h - .. r [':\""ﬂ
|§ VYMware Workstation 12 Player Setup HE !Il

End-User License Agreement
Ploase read the folioweng icense agreement carefully.

e advanced virtualization
Workstation Pro for Windor

X

VMWARE END USER LICENSE AGREEMENT g

PLEASE NOTE THAT THE TERMS OF THIS END USER

LICENSE AGREEMENT SHALL GOVERN YOUR USE

PIBEEl  |OF THE SOFTWARE, REGARDLESS OF ANY TERMS tation 12.5 Player fo
THAT MAY APPEAR DURING THE INSTALLATION OF :

THE SOFTWARE,

I V¥ 1 accopt the terms in the License Agresmernt

|
- ==

ET SUPPORT ABOUT VMWARE CAREERS

Step 5: Once again, click on the “"Next” button.

|‘§ YMware Workstation 12 Player Setup

Custom Setup

e al
Select the installation destination and any additional features, AorH
VV O
Install to: b X

C:\Program Files (x86)\YMware\VMware Player| Change... I

[™ Enhanced Keyboard Driver (a reboot will be required to use this feature)
This feature requires 10MB on your host drive.

UPPORT ABOUT VMWARE CAREERS
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Virtualization 2.0

Step 6: Leave the default values and click on “"Next”.

SAd -~ | o * - ey nll

L Rl

|‘§ YMware Workstation 12 Player Setup HEE3 | y

User Experience Settings 4 )
Edt default settings that can improve your user experience.

re ad
NV ork
B X

¥ Check for product updates on startup

When YMware Workstation 12 Player starts, check for new versions of the
application and installed software components.

¥ Help improve Viware Workstation 12 Player
Send anoaymous system data and usage statistics to Viware.

JPPORT ABOUT VMWARE CAREERS

Step 7: Once again, click on “Next”.

1 Al mvlembmb oy F_-Ia\
[ VMware Workstation 12 Player Setup M=l B3 :
Shortcuts XN v
{ re ad
Select the shortcuts you wish to place on your system. NorK
|28}
| X

Create shortcuts for VMware Workstation 12 Player in the following places:
M Desktop

V' start Menw Programs Folder

AN AT VA INMAIANTT
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Step 8: Click on “Install”.

L] Lo dl ] Al oo D

{& YMware Workstation 12 Player Setup = =] B3 I
Ready to install YMware Workstation 12 Player 1 €
3 lvd

| X

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Il Install Il Cancel

Step 9: An icon will be created on the desktop. Click on it and a table will pop-up, where
you have two possibilities: If you want to use it as a non-commercial version, just enter
your email address. If you want to use it as a commercial version, check the second option
and enter your serial key.

] WMhare Workstzton 12 Flayer

¥ Lioe Winare Wrkstation 12 layer fur Fres for
Soncomresad e

ma*-ﬁg’m wwbu-u_on

[orotocd

1 Znter s lcense bey o sl conmencl e
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Creating a VM with VMware Workstation

To create a virtual machine, we have to follow the steps given below.

Step 1: Click on “Player” - File > New Virtual Machine.

S5 Ve Wark s stin 17 Player (Non-comnmes | Ad use wdy)

Kali-Unux-2.0.0-vm-686

itate: Fowwred OF
05 Uy
Versione Workstaton 0. vetl naches
RAM: 2608

”
4

Step 2: A table will pop-up requesting you to find a “Boot disk”, “Boot Image” or to install
OS at a later stage.

We will choose the second option and click on "Browse”. Then we have to click on the ISO
image, which we want to install. Once all this is done, click on “Next".

New Yirtual Machine Wizard [ X|

Welcome to the New Virtual Machine Wizard

A virtual machine is ke a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
" Instaber disc:
k-2.0.0 = 2
ered Off
e = Installer disc image file (is0):
ity
[C:\Users\,mxsu ator\Deskiop|\New folder|win2k 12.@ Browse.., I
kstation €
I i) Windows Server 2012 R2 detected,
GB This operating system will use Easy Instal. (What's this?)

1 wil Install the operating system later,
The virtual machine will ba created with a blank hard disk.

Jal mache

machn

= - [ e |
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Step 3: As I am installing windows server 2012, it will pop-up a table requesting to
enter the serial key - click directly on “"Next”, if you want to activate the non-
commercial version for Windows.

New Yirtual Machine Wizard [ X |

Easy Install Information
This i used to install Windows Server 2012,

Windows product key

.0 Version of Windows to instal
: [Wr-dows Server 2012 R2 Datacenter :]

b Personalize Windows
Ful name: | administrator

PE  password: | (optional)
Confiem: l

chir
I~ | f

Hep | <gack Il Next> cancel |

Step 4: After the above step is complete, a dialogue box opens. Click “Yes”.

{0l yMware Workstation 12 Player [ X |

, . You did not enter a Windows product key. Windows
i ' will install without one, but must be manually

e activated later, Would you like to continue?
il n

Yes No I

355t - )
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Step 5: Click "Next".

Mew Yirtual Machine Wizard E3 |

Mame the ¥irtual Machine
What name would you like to use Faor this virtual machine?

Wirtual machine name:

Windom
Lacation:
D
I CAserst Administrator\DocumentstWirtual Machines)Wwindows S Browse. .. |
1.'
=
nir
ir
< Back | Cancel

Step 6: In the “"Maximum size disk” box, enter the value of your virtual Hard disk, which
in our case is 60GB. Then click on “*"Next".

New Yirtual Machine Wizard E3

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk, These fle(s) start small and become larger as you
add applications, files, and data to your virtual machine.,

Maximum disk size (GB): l 60.0 _,:'

P.0 Recommended size for Windows Server 2012; 60 GB
Off :

(+" Store virtual disk as a single file

" Spit virtual disk into multiple flles
ion €

Spitting the disk makes it easier to move the virtual machine to another
computer but may reduce perfarmance with very large disks,

o | <ok [[ o> ]| come
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Step 7: Click on “Finish”.

New Virtual Machine Wizard E3

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2012 and then YMware Tools.

The virtual machine will be created with the Following settings:

Name: Windows Server 2012 g
Location: C:\Users\Administrator\Documents| Virtual Machines)...

0 Version: Workstation 12.0
Operating System: Windows Server 2012

Dff Hard Disk: 60 GB
Memory: 1024 MB

B Network Adapter: NAT e
Other Devices:  CDJOVD, USB Controller, Printer, Sound Card |

Customize Hardware, ..

e |V Power on this virtual machine after creation

< Back | Finish I Cancel

Setting up Networking with VMware Workstation

To set up the networking modes of a virtual machine in a VMware Workstation, we have
to click on the “Edit virtual machine settings”.

/u% Home

Y Windows Server 2012

y Kab-Lrun-2.0.0-vm-666

Windows Server 2012

State: Powered Off
08: Windows Server 2012
Version: Workstation 12,0 virtual machine
RAM: 1C8

I "ﬁ EQRr vriual machine s&ttings ]
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A table will be opened with the settings of networking and on the left hand side panel of

this table click on “Network Adaptor”.

Virtualization 2.0

Yirtual Machine Settings E3 I

Hardware |opum;|
Device | Summary | [ Device status
8 Memoary 1G8 I” Connected
[ Processors 1 [V Connect at power on
i Hard Disk (5CSI) 60 GB ! |
" JCDJOVD (SATA)  Using file C:\Users\Administrator)... ~ Network connection -
—— — ™ Bridged: Connected directly to the physical network
Netwo oaple r biaclicats pivve ot e
&) Sound Card Auto detect S
‘:;:;: :uo detect (5 NAT: Used to share the host's IP address
" Host-only: A private natwork shared with the host
" LAN segment:
[ ok ] concet | Hew
tutorialspoint

9

EIMPLYEAEYLEARMNINEG

48



Virtualization 2.0

On the left of this table, you can see the networking modes as shown in the following
screnshots.

9

[ [~ Device status
|- Connected

[V Connect at power on

~ Network connection
" Bridged: Connected directly to the physical network

"R eplicate physical network connection state

e I R
Configure Adapters

(¥ NAT: Used to share the host's IP address |
| Host-only: A private network shared with the host

" LAN segment:
| =

LAN Segments... I Advanced...

oK Cancel | Help I

tutorialspoint
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If we want to limit the bandwidth usage of a virtual machine, click on “Advance” and set
the incoming and outgoing bandwidths.

I

" Device status
I7 Cormected
V' Connect at power on

Network connection -

r.. netine Y aks
SRLCALE OHYSICH NAtNG

¢ NAT: Used to share the host's IP address
(" Host-only: A private network shared with the host

" LAN zegment!

(" Bridged: Connected directly to the physical network

=

ok | cancel |

Help

|

Network Adapter Advanced Settings E3 '
“Incoming Transfer :
funioted 3|

Bandwidth:

o [ 3

Packet Loss (%); | 0.0 -

Outgoing Transfer
Bandwidth:  [Unimited >l

=

Packet Loss (%): |0.0

MAC Address

| Generste |

Allocating Processors & Memory to a VM using VMware Workstation

To allocate memory to a virtual machine in a VMware Workstation, we have to click on
“Edit virtual machine settings”. A table will be opened and we will have to click on

“Memory”.

9
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Virtualization 2.0

On the left hand side panel, we have to enter the amount of memory manually or by
moving the arrow up and down as shown in the following screenshot.

¥irtual Machine Settings [ X] |
: o SLEDIKY, ~Memory
BE Memory 1GB Specify the amount of memory allocated to this virtual
R T machine, The memory size must be a muktiple of 4 MB.
=iHard Disk (SCSI) 60GB : : -
Melmryf T . .
"JCDJDVD (SATA)  Using file C:\Users\Administratorl... or this virtual machine | m_l Mg
& Floppy Using file autoinst.Fip
T network Adapter NAT 64GB - A
&3 USB Controller  Present RGE -
&)’ Sound Card Auto detect 6Ge -
() Printer Present 8GB - 2 Maximumn recommended memory
M Display Auto detect 4GB - (Memory swapping may
f 268 - d occur beyond this size.)
168 - |4 3016 M8
H SR8 = O Recommended memory
X6ME -
1024 M8
12em8 -
i o4MB - ] Guest OS5 recommended minimum
S2nid 3 1024 M8
M8 -
SMB -
i aMB -
§ Y
#Wadd... | revove |
I| ok | cexel |  Hep |
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If you click on “Processors”. On the left hand side panel, we have to enter the amount of
vCPU as shown in the screenshot below.

Hardware | Options |
Device | Summary - Processors
8 Memory 1GB Number of processor cores: ﬁ]
i Processors 3 |
et Hard Disk (SCSI) 60 GB ~ Virtualization engine
yCDJOVD (SATA)  Using file C:\Users\Administrator)... -

: Preferred mode: omatic v
k4 Floppy Using file autoinst. fip fawr >
¥ network Adapter NAT ™ Disable acceleration for binary transiation
USE Controber  Present I™ Virtualize Intel VT-X/EPT or AMD-V/RV1
& sound Card Auto detect [ Virtuslize CPU performance counters
= Printer Present
M Display Auto detect

f
3
M
b
[ ok | coat |  Hep |
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Note: If you put more vCPU-s than what the host supports, it will fail to power on the VM.

( Processors

Number of processor cores: v

1\ Powering on the virtual machine wil fail because it is
configured to use more virtual processor cores than the

host supports.

~ Virtualization engine
Preferred mode: IAutomatic :_I
I~ Disable acceleration for binary translation

I virtualize Intel YT-x/EPT or AMD-V/RVI
™ Virtualize CPU performance counters

Duplicating a VM Using VMware Workstation

To create duplicates of VM machines, we have to use the VMware Workstation Commercial

Version.

Let us see how to do it in practice by following the steps given below.

9
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Virtualization 2.0

Step 1: Open the VMware managing console and right click on a VM that you want to
duplicate. Click on “Manage”.

Q Type here to search -
o My Computer _ 1 Windows 7
5 mm Ciose Tab r St sathin
2894 Mak as Faverite e '-’”
 Shared! o ol mache
Remove
O Power ’ 168
1
K 068
1§ Adtodetect
Adg detect
Sopter NAT
Srapshat ’ fﬂ Present
. b Aute detect
Present
S Manage " Aute detect
of Satnge

Step 2: Click on “Clone...” and a wizard will be open.

& dsl-4 Mark as Favorite
& Shared | C is virtual machine
Remove
() Power 1GB
Removable Devices 1
Pause 5CSI) 80 GB
: ) )E) Auto detect
PERA U e te Auto detect
Grab Input Fapter NAT
(¢ Snapshot ller  Present
Capture Screen ] Auto detect
Capture Movie. Present
& Manag% \: L3 Change Hardware Compatibility...
Install VMware Tools.. :.“ Clone...
G Settings... Upload...
Mhatesmdhddmtobeg Download...
se* Clean Up Disks...
@ tutorialspoint
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Step 3: Click on “"Next".

Clone Virtual Machine Wizard -'7.

Welcome to the Clone Virtual
Machine Wizard

This wizard will help you create a copy of this
virtual machne.

If you intend for other users to create dones
from this virtual machine, you should enable
template mode under VM > Settings > Options >
Advanced.

VMware

Workstation 9

Next > | Cancel
Step 4: Click on “Create a Full Clone” and “Next”.
Clone Virtual Machine Wizard s v

Clone Type
How do you want to done this virtual machine?

Clone method

@ Create 3 inked done

A Iinked done is a reference to the orignal virtual machine and requires less
disk space to store. However, it cannot run without access to the original
virtual machine.

Create a full done

A full done is a complete copy of the original virtual machine at its current

state, This virtual machine is fully independent, but requires more disk space
to store,

< Back Next > Cancsl
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Step 5: Put a name for the clone that will be created and “Finish”.

Name of the New Virtual Machine
What name would you like to use for this virtual machine?

Vrmdmadmena_f.ne
Blone of Vindows ]

b

Locaton

C: \Users @O ocuments \Virtual Machines\Clone of Window | Browse... }

foeael

l. <MJ Fnsh_J| |

<

The following screenshots describe the process of cloning.

Clone Virtual Machine Wizard

Cloning Virtual Machine

v Preparing done operation

VMware Workstation
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Once the cloning process is complete, the following window will open.

& Clone of Windows 7]
¢ Shared VMs

sz — x A‘QM "v& Windows 7 X]GM !' () Clone of Windows 7 *
Type here to search -
'@ Wl My Computer _d Clone of Windows 7
= 52223‘7 P Power on this virtual machine
- del-4.4.10 GF Edit virtual machine settings

L Upgrade this vitual machine

v Devices
% Memory 1GB
IJ Processors 1
i Hard Disk (SCSI) 80 GB
y CD/DVD (IDE) Auto detect
] Floppy Auto detect
¥ Network Adapter NAT
USB Controller  Present

&) Sound Card Auto detect
= Printer Present
B Display Auto detect

v Description

ype here to enter a descnption of thus

sl machine

EIMPLYEAEYLEARMNINEG
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7. Virtualization — VirtualBox

In this chapter, we will understand what a VirtualBox is and discuss in detail the various
components it has.

Installing VirtualBox

To start with, we will download VirtualBox and install it. We should follow the steps given
below for the installation.

Step 1: To download VirtualBox, «click on the following Ilink -
https://www.virtualbox.org/wiki/Downloads. Now, depending on your OS, select which
version to install. In our case, it will be the first one (Windows host).

irtualBox

Download VirtualBox

Here, you will find links to VirtualBox binaries and its source code.

VirtualBox binaries
By downloading, you agree to the terms and conditions of the respective license,

I « VirtsalBox platform packages. The binaries are released under the terms of the GPL version 2,
. x86/am
« VirtualBox 5.1.2 for OS5 X hosts  amdéd

« VirtualBox 5.1.2 for Linux hosts
« VirtualBox 5.1.2 for Solaris hosts  amd64

« VirtuaiBox 5.1.2 Oracle VM VirtualBox Extension Pack - All supported platforms
Support for US8 2.0 and USB 3.0 devices, VirtualBox RDP and PXE boot for Intel cards. See this chapter from the User Manual for an introduct]
Extension Pack binaries are released under the VirtualBox Personal Use and Evaluation Ucense (PUEL),
Please install the extension pack with the same version as your installed version of Virtual8ox:

If you ave using VirtualBox 5.0.26, please download the extension pack + here.
If you are using VirtualBox 4.3.38, please download the extension pack - here.

Step 2: Once the option is selected, click on "Next”.

1 Oracie VM VirtuaiBiox 5,12 Setup

Welcome to the Oracle VM
VirtualBox 5.1.2 Setup Wizard

«i The Setup Wizard wil install Orade VM Vrtualiox 5.1.2 0n

your computer. Cick Next to continue or Cancel to ext the
Setup Wizard, |

.

Verson 5.1.2 | Gacel |
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Step 3: You have the option asking where to install the application. We can leave it as
default and click on “Next".

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed,

M| VirtualBox Apphcation Orade VM VirtualBox 5.1.2
&3 ~ | VirtualBox USB Support application.
&3 ~ | VirtualBox Networking

= Ad mea’mg:"mm This feature requires 164M8 on
v ] VirtuaBox Host-Only Networ| o v hard drive. It has 3of 3

S| VrtuslBox Python 2.x Support subfeatures selected. The
« " = subfeatures require 69248 on yo...
bl i [ oowse
Version 5.1.2 [DskUsage] [ < Back J[ Next> | [ o ]

Step 4: Once the options are selected as shown in the following screenshot, click on

Next.
" - l‘!

¥ Oracle VM VirtualBox 5.1.2 Setup

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

V] Create a shortcut on the desktop

V| Create a shortout in the Quick Launch Bar

V| Register fie assodations

| -

Version 5.1.2 | <Back | Next> | | cancel
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Step 5: A dialog box will come up asking whether to proceed with the installation. Click
“Yes”.

-
& Oracle VM VirtualBox 5.1.2

Warning:
Network Interfaces

Installing the Orade VM VirtualBox 5. 1.2 Networking feature
will reset your network connection and temporarily
disconnect you from the network.

Proceed with installation now?

Version 5.1.2 Yes ("
Step 6: In the next step, click on “Install”.
f 8 Oracle VM VirtualBox 5.1.2 Setup : g

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

Version 5.1.2 | <Back JRII‘SB' | Cancel |
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Step 7: Tick the start VirtualBox check box and click on “Finish”.

e v
& Oracle VM VirtualBox 5.1.2 Setup S5

Oracle VM VirtualBox 5.1.2
installation is complete.

Click the Finish button to exit the Setup Wizard.

V! Start Orade VM VirtualBox 5. 1.2 after installaton

Version 5.1.2 [ Finish ]

Step 8: VirtualBox application will now open as shown in the following screenshot. Now,
we are ready to install the virtual machines.

\1 Oracle VM Virtusiox Manager S - c— = ke :é
Ee  Mochine Help
e §
b 3 Getai
New Gets s,
Welcome to VirtualBox!

The left part of $es window & 8 kst of  virtual machines on your computer, The st & empty now

because you haven’t created any wiual machines yeb k ~.¢
In order {0 create a new virtusl maching, press the New bution in the s ‘
main tool bar located at the top of the wndow . o~
P
You can press the F1key to get rstant hel, or vasit i
wem Vel o g for the latest nformation and news. 7 o
< V.,

-

=
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Creating a VM with VirtualBox

To create a virtual machine with Oracle VirtualBox, we should follow the steps given below.

Step 1: To begin with, click on the “Oracle VM VirtualBox” icon on the desktop as shown
in the screenshot below.

62
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Step 2: The next step is to click on "New” button, which is in the top left hand side of the
screen.

W Cracle VM VirtuaiBox Manager

File Machine Hep

g General
Nave: Kak 20361
Operaiing System:  Other Linux (544x¢)
(4] system
BT test BaseMerory: MBI
(@ Powered OF BeotOrder:  Fioppy, Optical, Hard Disk
Acceleratior:  VT-x/AMD-Y, Nested Pagng, PAENX, KM Paravr huslization
ST Windows 2012
@ @ Powered OFF
E pisplay
¥ides Memory: nwe
Remote Degiciop Server:  Disabled
¥deo Caplire: Disabled
B Storage
Controler: DE

IDE Primary Master: ¥3-Lnux-2015, 134 vnck Normal, 30.00 G3)
IDE Secondary Master:  [Opical Drive] Empty

@ Avdo

HostDxiver:  Windoss DreciSound
Controller: 10+ ACS7

3
Adagter 1@ Intel PROJ 1000 MT Desictop Sridged Adapter, Inteli{R) Dual Sand Wirsless-AL 3165
Desabled

& uss

USS Controller:  OHCE
DevceFiers: 0 [Dactve)

Step 3: A table will pop-up requesting you the parameters for the virtual machine. These
will be -

¢ Name: We have to put a friendly name for this Virtual Machine.
e Type: Enter the OS that is going to be installed on it.
e Version: Enter the specific version for that OS, which we have selected earlier.
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Once all the above parameters are filled, click on “"Next”.

Virtualization 2.0

Create Virtual Machine

Name and operating system

throughout VirtualBox to identify this machine.

Please choose a descriptive name for the new virtual machine and select the type of
operating system you intend to install on it. The name you choose will be used

1 "'Nam_fl tutorialspoint.com

2™ e [Reoe e

3 —
Version: | Windows 7 (64-bit)

et |||

" 07

v

Cancel

Step 4: Select the amount of memory that you need to allocate in this VM - Click on

“Next”.

€ Create Virtual Machine

Memory size

machine

Sele;t the amount of memory (RAM) in megabytes to be allocated to the virtual

X

The recommended memory size is 512 MB,

 mrE————————r————y W

4MB 8192 M8
Cancel
tutorialspoint

EIMPLYEAEYLEARMNINEG

64



Virtualization 2.0

Step 5: Check one of the three options for the HDD and click on “Create”.

—%1
I(‘ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create a
new hard disk file or select one from the kst or from another location using the folder
icon,

If you need a more complex storage set-up you can skip this step and make the |
changes to the machine settings once the machine is created.

The recommended size of the hard disk is 25.00 GB.

(O Do not add a wirtual hard disk
(® Create a virtual hard disk now
(O Use an existing virtual hard disk file

A AC2.vdh (Normal, 25,00 G8) ¥

Create Cancel

Step 6: Select a file extension for your virtual HDD (It is recommended to use a common
file extension that most of the hypervisors use like VHD) —>click on “Next”.

? X

Create Virtual Hard Disk

Hard disk file type

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you

can leave this setting unchanged,
(® VDI (VirtualBox Disk Image)
O VMDK (Virtual Machine Disk)
(O VHD (Virtual Hard Disk)

() HDD (Parallels Hard Disk)

(O QED (QEMU enhanced disk)
O QCOW (QEMU Copy-On-Write)

e e
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Step 7: Choose whether you want the Virtual HDD as dynamic or fixed. This is based on
your needs - Click on “Next”.

? X

| € Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file will only use space on your physical

hard disk as it fills up (up to 2 maximum fixed size), although it will not shrink
again automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use.

(® Dynamically allocated
(O Fixed size

LD

Next Cancel
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Step 8: Put a name for your virtual HDD file and select the disk size for your VM - Click
on “Create”.

? X

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

tutorialspoint. com| | @

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

|

4.00 MB 2.00TB

|| Create |I Cancel
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All the above steps can be done in one shot by selecting the “Expert mode”.

? X
Create Virtual Machine
Name and operating system
L Neme: [Tutoriaispont.com |
2 Type: Microsoft Windows - 5
3 b
version: | Windows 8 (64-bit) =
Memory sze
4 i HIEZ-LAL M8
4MB 8192M8
Hard disk
() Do not add a virtual hard disk
e | @ Create a virtual hard disk now
| © use an existing virtual hard disk fie
(A AC2.vdl (Normas, 25.00 GB) -
Guded Mode Cancel
The virtual machine created will be as shown in the screenshot below.
Fle Machne Heip
fee Semeg (et Sam
EH sasateq 5 Geseral B rreview 2
uSc.d
Nave LAY SO o
"_’_W Kok 20161 (% 9 Cowesteg Syptene  Windows 7 5451
|(¥] @Poececcs & srtem
E@ test BmeMery: SOME tutorialspoint.com
s @ Fenics SeotOnde:  Siopoy. Opscal, Herd Dk
Accsleanors  WTAGAND Mested Pageg, Hyper ¥ Paanvrsionen

g
Vioes Memory: 3

Rt Deditop Server:  Dissbied

Vides Cotre: Jnxier

o sweaze

Controlies: 552

SRt d Somaiport.ond fomal 200 &)
SETA Port 1 (Ot Drevel Sroty

¥ tede

Hoct Drives:  Windows DrecScund
Congolies: ol HO Ado

& Nebwork

Adsoter T I FROVII0N N Desiap 34)
b Sertal ports

Dsaies

oo

U Comle: OO

DevceFters: CDachwe)

& Shared folders
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Setting up Networking with VirtualBox

Virtualization 2.0

There are two types of networking modes in VirtualBox, which are -

e Nat Networks and

e Host-only Networks.

Both of these are explained in detail below.

Nat Networks

For setting up Nat Networks, we should follow the steps given below.

Step 1: Go to Oracle VM VirtualBox Manager - Click on “Preferences...

”

& Osacie VM VituaiBox Manager
File Machine Help

& Proserences.. l CtiG
@ ‘mgont Applance... Cirts!
# ©port Appliance... CtileE
& Vatual Media Manages.. Ctd-0
=  Network Operaticns Manages..

@ CheckforUpdates..

My Reset 8 Wamings

Vv b= Cui+Q

E General
Ltorigiepont.con

Hame:
Operating Syster:  Windows 7 (54-bit)

(1 System
Base Memory: S1ZMB

BostOrder:  Floppy, Optical, Hard Disk
Azcserator:  VT-gAMD-, Nested Pagng, Hyper-i Paravruaizaton

& Display
Video Menory: 18N8
Remote Desitop Server:  Disabled
Video Caphre: Desabled
2 Storage
Controller: STA

SATAPortD: hutoraispont.com.vd Normadl, 1000 GS)
SATAPert3:  [Optesl Drive] Erpty

Step 2: Click on “"Network” and then on the left panel click on the "NAT Networks” tab.

General

Ef&@ed@dn

Input
Update
Language

Display

Network

Extensions

Proxy

f VirtualBox - Preferences

Network

NAT Networks Host-only Netwocks

Active Name
M NatNetwork

?

X
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Step 3: Click on the “+” button, which is highlighted in the screenshot below.

1. I -~ —

é’ VirtualBox - Preferences

@ General |

| Lists all available
| NAT networks.

Network
0 Input NAT Networks  Host-only Networks
D hive | [raie v
O s ™ NatNetwork
Display
B Network
] ©tensions
Proxy

X

o ]

Cancel

Help

S ml&

Step 4: Here, we have to put the "Network Name” and the IP range for this network that
will be NAT-ed, in order to have access to internet and to other networks.

fre—

& NAT Network Details

[4] Enable Network

Network Name: |NatNetwork1

Network CIDR: |10.0.2.0/24

Network Options: [/] Supports DHCP
[C] supports 1Pv6

Advertise Default IPv6 Route

Port Forwarding

OK

Cancel

S|E &
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Host-only Networks

Virtualization 2.0

For setting up Host-only Networks, we should follow the steps given below.

Step 1: If you click on the “"Host-only Networks” tab, you can create networks that are
isolated from the other networks. However, VM hosts communicate with each other and

the Hypervisor machine. Click on the “+" sign.

— L 1

& VirtualBox - Preferences

EfGEeCl

General
Input
Update
Language
Display
Network
Extensions

Proxy

Network

NAT Networks Host-only Networks

[ox ]I conce

Help

ST S C— '

Step 2: The host interface will continue to be created as shown in the screenshot below.

&
W General | Wetwork
0 Input NAT Networks  Host-only Networks
@ Update | & Networking: Creating host only network interf... X [
Q Language =
—— B s Creating host only network interface ...
@J Display 0% X
[‘? Network
D Extensions T
[iﬂ Proxy
N
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Step 3: If you click on / button, you can edit the settings.

& VirtualBox - Preferences ? X

@ General | Network

0 Input NAT Networks ~ Host-only Networks

@ Update VirtualBox Host-Only Ethernet Adapter #3 g

G Language \ e
| &

I Display

Y Network ‘

Q Extensions

Proxy

e

Step 4: If you want your host machines to take "DHCP IP”, click on the “"DHCP Server”
tab and check the box “Enable Server” - Click “"OK".

& Host-only Network Details ? X F
Adapter DHCP Server ﬂ
[ Enable Server

Server Address: |192.168.1.1

Server Mask: |255,255.255.0

Lower Address Bound: | 192.168.1.100

Upper Address Bound: | 192.168.1.199

o] cone
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Step 5: In the “Adapter” tab, put the IP of the hypervisor.

& Host-only Network Details ? X

Adapter DHCP Server (

IPv4 Address: |192.168.1)1 ]

IPv4 Network Mask: | 255.255.255.0 l

IPvE Addrecc:
iIFVO AQAress.

| IPv6 Network Mask Length:

=

After all these preparations for setting up the network modes is complete. It is now time
to assign a network to our VMs.

To do this, Click on the VMs on the left side of the panel, then right click on the "Network”
option and a table will be open.

& Deplay

Video Memory: 18M6
Renote Desitop Server:  Disabled
Vides Capare: Disabled
& storage

Conyoler: STTA

STAPort (.  Sutorizispont.com.vd (Noma, 10.00G3)
STAPut:  [Optical Drive] Emply

P Acdio

HostOriver:  Windoms DrectSound
Conroller:  Intsl HD Audio

2 Network <=
Adapter 1= Intel PROY3000 MT Desiciop 6T)
_—

You can have up to four Ethernet adaptors per machine. The following image has four
sections highlighted, which are explained below.

1. Check the box “Enable Network Adapter” to enable the vNIC on the VM and attach
it to one network.

2. You can have many networks created, so we have to select one of them in the
“Name” dropdown box.

3. In the adapter type dropdown-box, we have to select a physical NIC that the
hypervisor has.

4. Promiscuous Mode: Here, we can select “"Deny”, if we do not want the VMs to
communicate with each other.
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Once all the above parameters are completed. Click on “"OK”.

&3 tutorialspoint.com - Settings ? X
@ General ‘ Network
] system Adapter 1  Adapter2  Adapter3  Adapter 4
Display £ Enable Network Adapter
Storage 1 Attached to: .NKI’Network v |
2  Name: NatNetworkl v
$o Audio
¥ Advanced
@ Network 3 Adapter Type: :mwmolmoomoedmp(szmaa) -
@ Serial Ports 4 Promiscuous Mode: Deny v |
& uvse MAC Address: [080027D34107 | ®
[ cable Connected
[ﬂ Shared Folders
Port Forwarding
ﬁ User Interface

o R

Allocating Processors & Memory to a VM

To allocate processors and memory to a virtual machine using VirtualBox, we should follow
the steps given below.

Step 1: To allocate a processor and memory, you have to click on “Settings” after you
have selected the VM.

| | v -

New | Settings |Dwcard  Start
BT AC2 (snapshot 4) M General
e
Name: tutorisispoint.com
m Kali 2016.1 (Snapshot 1) Operating System: Windows 7 (64-bit)
" test Base Memory: 512M9
Y74 (@ Powered Off BootOrder:  Floppy, Opbical, Hard Disk
Acceleration:  VT-x/AMD-Y, Nested Paging, Hyper-V Para
I windows 2012
(@) Powered Off
& pisplay
Video Memory: 18 M8
Remote Deskiop Server:  Disabled
Video Capture: Disabled
2 storage
Controller: SATA
SATA Port 0: tutoriaispont.com. vdi (Normad, 10,00 ﬁ
SATA Dogt 3¢
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Step 2: Click on “"System” on the left side tab, then click on the “"Motherboard” tab. Move
the arrow left or right to allocate the memory as shown in the screenshot below.

2 tutorialspoint.com - Settings ? X
g General System
e System Motherboard  Processor  Acceleration
~o— -
@ Display Base Memory: ' {SIZW .
B storage v = 8192M8
. Boot Order: |4 5 Floppy | 1*
P8 Audio A ® optical | 5
- Hard Disk
W o O Newor
@ Serial Ports Chipset: |PIIX3 v
{9 use Painting Device: | USB Tablet -
Extendad Features: [/] Enable 1/0 APIC
[l Shared Folders
[[] Enable EF1 (specal OSes only)
E User Interface [[] Hardware Clock in UTC Time
o ] conce Helo

Step 3: To allocate processors, click on the “Processor” tab. Move the arrow left or right
to allocate the number of processors as shown in the screenshot below.

&) tutorialspoint.com - Settings ? X
g General System
System ‘ Motherboard | Processor | Acceleration
&) Display Processor(z): L E
@ Storage hate) - > QG’US,
b A 1% 100%
WP Network Extended Features: [_] Enable PAE/NX
@ Serial Ports
@ uss
[ﬁ Shared Folders
ﬁ User Interface
e
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Step 4: After all those changes are done - click on “"OK".

use

Shared Folders

& tutorialspoint.com - Settings ? X
‘Q General | System 1
F:: System ‘ Motherboard  Processor  Acceleration

@ Display Processor(s): ' i B

@ Storage o AT

Execution Cap: ' [100% : ]

& Audio 1% 100%

@ Network Extended Features: [_] Enable PAE/NX

@ Serial Ports 3
ﬁ

User Interface

Duplicating a VM Using VirtualBox

To duplicate a virtual machine using VirtualBox, we should follow the steps given below.

Step 1: To duplicate a VM that we created before, right click on the VM and select “Clone”.
A wizard will open.

i [ETRSA N —
%_ -
o Cirde§

r%m Video Mewary: e
Clone... 0 Remote Deskiog Server)  Desabled
. - Vdeo Capture: Crnabled
W Permove Ctrie R . =
@ Geoup Cirtel) i Storage
Convolier: SATA
P St ’ SATAPortOr tutonshpont.com.vd Dermal, 10,00 GO)
ied SATA Port & [Oxtcal Drave) Empty
W Audo
7 Close ’ Fost Dover:  VWndows DrectSound
Contyoler ntef 4O Auto
’ e J & et "
Q Showlog. Cirdel
- E Adagter 11 Irdel PRO/ 1000 MT Owsictep DUAT Netnark, Matietnork 1)
= v Seral ports
] Show in Explore
A Create Sharicut on Desirop -
58 sen .

S8 Contoler:  OK
Devee Fitern: O (0 acowe)
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Step 2: Write the name of the cloning machine and click on “Next".

Step 3: Select one

? X

Clone Virtual Machine

New machine name

Please choose a name for the new virtual machine. The new
machine will be a done of the machine tutorialspoint.com.

| tutorialspaint. com Clone

[ Reinitialize the MAC address of all network cards

oo [T e

of the options and Click on “Clone”.

€ Clone Virtual Machine

Clone type

Please choose the type of done you wish to create,

If you choose Full clone, an exact copy (induding all virtual
hard disk fies) of the original virtual machine will be created.

1f you choose Linked clone, a new machine will be created,
but the virtual hard disk files will be tied to the virtual hard disk
files of original machine and you will not be able to move the
new virtual machine to a different computer without moving the
orignal as well,

If you create a Linked clone then a new snapshot will be
created in the original virtual machine as part of the doning
process,

® Full done
O Unked done

===
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EIMPLYEASYLEARMNING

Virtualization 2.0

77



Virtualization 2.0

Step 4: The newly created VM will be as shown in the following screenshot.

1 Windows 2012
(@ Powered Off

tutoria
(@ Powered Off

Clone

@

Video M
R_enotl

Video C

—
@ s

Control
SATA
SATA

Deleting a VM on VirtualBox

To delete a virtual machine on VirtualBox, we should follow the steps given below.

Step 1: To start with, we have to right click on the VM that we want to delete and then

click on “Remove”.

i Pause

Reset

v Close

Dacard Seved St
Show Log...

Refrech

@
-/
] Show in Expleser
A

ate.. Ctrle)

Create Shortcut on Desktop

83

Sort

CirleL

SATA Port 0:
SATA Port 1

¥ Audio

Host Driver:  Windows OrectSound
Controler:  Intel MO Audo

& Network
Adapter 1:  Intel PRO/1000 MT Deskop (NAT Natwork, Nathd
(& serial ports
Disabled
o uss

US8 Controller:  ONCI
Device Fiters: O (D active)

futorisispont. com Cone.va (Normad, 10,00
[Cpteal Drive] Epty

| [ Shared folders

Add new group based on sefected virtual machines

Step 2: To delete a virtual machine completely, select “Delete all files”.

@

¥ VirtualBox - Question

You are about to remove following virtual machines

from the machine kst:
tutorialspoint.com Clone

Would you lke to delete the files containing the virtual
machine from your hard disk as well? Doing this will also
remove the files containing the machine's virtual hard n
disks if they are not in use by another machine.

Delete all files Remove only

? X
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8. Virtualization — Openstack

In this chapter, we will discuss regarding Openstack and its role in Virtualization.

Understanding Openstack

OpenStack is a software for building and managing cloud-computing platforms for public
and private clouds. Openstack has one of the biggest communities. It is managed by the
OpenStack Foundation, a non-profit organization that oversees both development and
community building. Its official webpage is — https://www.openstack.org/.

OpenStack is used to deploy virtual machines and other instances that handle different
tasks for managing a cloud environment. OpenStack is considered as - Infrastructure as
a Service (IaaS). Based on Openstack, please see the following schematic illustration,
which describes how it is managed.

Source: https://www.openstack.org/

Compute Networking Storage

OpenStack Shared Services
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Openstack platform is managed by a web UI dashboard. It comprises of nine Core key

Openstack Platform
‘0
Nova Heat
== =jc
Swift Cinder Neutron Horizon Keystone Glance Ceilometer

These key concepts are described in detail as follows:

Nova is a computing engine. It is used for deploying and managing large numbers
of virtual machines.

Swift is a storage system for objects and files.

Cinder is a block storage component. It accesses specific locations on a disk drive.
Neutron provides the networking capability.

Horizon is the dashboard of Openstack. It is the only graphical interface (WEB UI).
Keystone provides identity services. It is essentially a central list of all the users.

Glance provides image services to OpenStack. In this case, "images" refers to
images (or virtual copies) of hard disks.

Ceilometer provides telemetry services, which allow the cloud to provide billing
services to individual users of the cloud.

Heat allows developers to store the requirements of a cloud application in a file
that defines what resources are necessary for that application.

The release versions of Openstack are explained in the following illustration.

80
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Release Name Release Date Components Included

Austin October 2010 Nova, Swift
Bexar February 2011 Nova, Glance, Swift

Cactus April 2011 Nova, Glance, Swift

Diablo September 2011 |Nova, Glance, Swift
Essex April 2012 Nova, Glance, Swift, Horizon, Keystone

Folsom September 2012 | Nova, Glance, Swift, Horizon, Keystone, Quantum, Cinder

Grizzly April 2013 Nova, Glance, Swift, Horizon, Keystone, Quantum, Ginder

Havana October 2013 Nova, Glance, Swift, Horizon, Keystone, Quantum, Cinder, Ceilometer, Heat

Icehouse April 2014 Nova, Glance, Swift, Horizon, Keystone, Quantum, Cinder, Cellometer, Heat, Trove
Juno October 2014 Nova, Glance, Swift, Horizon, Keystone, Quantum, Cinder, Ceilometer, Heat, Trove, Sahara

Kilo April 2015 m Glance, Swift, Horizon, Keystone, Quantum, Cinder, Ceilometer, Heat, Trove, Sahara,
Installing Openstack

As Openstack is an open source platform, there are many ways to install and deploy it
through different software distributions. Each one of them adds their own value to the
cloud operating system.

For a new system administrator, who wants to play with Openstack will get pre-installed
ISO images of the Openstack platform. They can be downloaded from the following link —

http://docs.openstack.org/image-guide/obtain-images.html

B openstack

0
)

3
[3¥)
0q
%)
(V2]
0

Contents

Tre smpiest way

& wial machine image that works with OpenSiack &5 50 downioad one that someons eise has siready

the SSH key pair an

oreded. Most

of the images disal

&

To install them manually, the main distributors are:

e Ubuntu: https://www.ubuntu.com/cloud/openstack

¢ Red Hat: https://www.rdoproject.org

e Suse: https://www.suse.com/products/suse-openstack-cloud/
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Virtualization 2.0

We must understand that Openstack is for enterprise environment and to install it we
should have the following hardware requirements.
Installation Requirements
The installation requirements for Openstack are as follows:
¢ A minimum of 5 machines with the following roles:
o 1 machine for the MAAS server.
o 1 machine for the Autopilot.
o 3 or more machines for the cloud:
» At least one must have 2 NICs.
» At least 3 must have 2 disks.
e A dedicated switch to create a private cloud LAN.
e Internet access through a router on that LAN.

For this laboratory, we have a virtual machine and we will install Devstack. It is designed
for installation on a single laptop, PC or VM. It includes the raw upstream code for
development evaluation. It is supported on -

e Ubuntu 14.04/16.04
e Fedora 23/24

e CentOS/RHEL 7

e Debian and

e OpenSUSE.

The link for this version is — http://docs.openstack.org/developer/devstack/#install-linux

Installing Openstack on Ubuntu 14.04

For installing Openstack on Ubuntu 14.04, we should follow the steps given below.

Step 1: Download the installation script from the following Ilink -
https://qgit.openstack.org/cgit/openstack-dev/devstack.

Use this command - git clone https://git.openstack.org/openstack-dev/devstack

:«S git clone https://glt.openstack.org/openstack-dev/devstack

Cloning into ‘'devstack'...

remote: Counting objects: 26862, done.

remote: Compressing objects: 100X (12384/12384), done.

remote: Total 26862 (delta 19136), reused 21637 (delta 14215)
Recelving objects: 100X (26862/26862), S.30 M\B | 1.22 MiB/s, done.
Resolving deltas: 100% (19136/19136), done.

Checking connectivity... dZH"'
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Step 2: Browse the folder Devstack by keying in the following command - $ cddevstack.

-6300-MT:~S cd devstack/

Step 3: Execute the file stack.sh with the following command ./stack.sh and installation
process will continue as shown below:

t have to ente

atrace

LR SRR R s R R R R R R R R R R R R R R R R R R R R R R PP R R R R R R R R R R R R R 2 R
3 A ¥ NORD 1( . ' s

RN R PN E RPN RN R RN NN RRRRRRRRRERENRRS

Step 4: Enter your password.

R RN RSB ER BRSNS ERREEERRERERRRERBRBRRERERS
ENTER A PASSHORD TO USE FOR RABBIT.

EER b bR R R R R R A R R R R R R R R R e P R R R R R R R g
This value will be written to your localrc fille so you don't have to enter (t

again. Use only alphanumeric characters.
If you leave this blank, a random default value will be used.
Enter a password now:

-
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Step 5: Now it will take about 15-20 minutes to finish the installation process, while it
downloads and installs all the libraries.

Step 6: At the end of the installation, we will see the IP of the host, URL for managing it,
username and password to administrate it.
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Step 7: To sign in, you have to type in the browser:
that we entered during the installation.

Virtualization 2.0

Host IP, username and password

Q

foc sihost P« X scalbost 71 @

Log In

llser Natme

Password

openstack ~

Step 8: In the main dashboard, you will see “Instances” overview.

=
b ~ oot D« €| B mtunce Ovendes - Cpmts
|
0 openstack f
Progect Overview
o Limit Summary
\ratancrs VOPUS RAM Fleatieg Py Sec sty Gurups
Used 0 of 10 Used 0 of 20 Used 0Byves of 50.0GH Used 0 of 50 Used 1 of 90
Networt
Orchessraton
Volomes Vodume Srocage
Sad 8 ot 98 400 ssoonocn
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Step 9: To create new instances or in simple words to create Virtual machines click on

“Instances”.
0 openstack
Propect Overview
Compene Limit Summary
loatan ve oM AM | loating U
Uned 0 of 10 Uwd 0l O Unad Ohytan of %0 .0GH Uned 0 of %
MNetersiy
Orohestiranon
Step 10. Click on “Launch Instances”.
[—
) openstack s
P instances

Instances

Ieatare o Ao R e nd M AShean

S Ny P Satan

Assdntuiry [ova

ten M v Regen

Tanh
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Step 11: Fill in all the fields as shown below.

Virtualization 2.0

r
Launch Instance
Detalls *
- Ny Lome: Specily the detalls for launching an instance
o ¥l The chant below shows the resources used by
in relation 10 the project’s quotas
Instance Name: * N
Flavor Details
. Name m1 micro
Flavor: * VCPUs 1
m1 micro v Root Disk 0G8
Instance Count: * tphomouthl 0GB
1 Total Disk 0GB
Instance Boot Sowrce: * 128M0
Bogy from image v  Project Limits
Number of Instances
image Name: -
' - 1 — J“ Number of VCPUs
—FN~

Step 12: We will see the instance created as shown in the following screenshot.

ot - A
Sutrees: Laumchad imstancs named
Instances -
Instances F Q M &l m E==
lottance L 4 Ky Avallabsliy Power
LR Wraage Name Addrems S Palkk  Stten  Zome Tash State  Uptime  Action
ol meon
| 128M8
:oﬂ)\c““l RVLA:)': Bl  sove Schedding L Omingdey  Avwecute Mg @ A
0Byt
O
Dggoren; ' tom
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9. Virtualization — Preparing the Infrastructure

Virtualization, at least at the server level, has been in use for some time. Since, the
concept has expanded to the User, Application, Network, Security, Storage, and of course
to Desktop Virtualization (VDI) as well. Therefore, to roll out in all these concepts, we have
to prepare an infrastructure before, which is divided in some key components.

The First one is Hypervisor and we have discussed it in the earlier chapters. Some
important specifications needed for this job are — Processors, Memory and Networking
Modes, etc.

Networking - LAN and WAN Optimization

VDI can be very resource intensive - this includes traffic over the wire. Having a good
core-switching infrastructure will help alleviate this pain by allowing the administrators
to create certain rules and policies revolving around traffic flow.

Setting up QoS metrics for VDI-specific traffic can help remove congestion and ensure
that the right traffic has the proper amount of priority. As for the traffic that is leaving the
data center, knowing where the user is located and optimizing their experience based on
certain criteria, becomes very important.

Another significant aspect is storage. Large organizations will have numerous storage
controllers. At the same time, some smaller organizations will be using only one.
Regardless of the amount of storage controllers available, they need to be sized properly
for VDI.

To prevent boot and processing storms, organizations must look at IOPS requirements for
their images. To alleviate processing pains, administrators can look at Flash
Technologies (NetApp, Fusion-I0, XtremIO) or SSD Technologies (Violin, Nimbus)
to help offload that kind of workload. Furthermore, intermediary platforms like Atlantis
ILIO run on top of a virtual machine that utilizes massive amounts of RAM as the key
storage repository.

Understanding Different File Systems

File systems are varied depending on their functions. Some of the most common ones are
listed below:

e Virtual Machine File System- VMFS
e Network File System- NFS
¢ New Technology File System- NTFS
¢ Raw Device Mapping- RDM

Let us discuss each of these in detail.

Virtual Machine File System

VMFS is a file system proprietary to VMware. It is a clustered file system and it can be
mounted on multiple servers simultaneously. This helps every host to connect to the any
file system at the same time, which is expected from a proprietary system preferred by
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VMware. Most of the VMware hypervisors will work with other file systems, but the default
choice and the preferred choice is VMFS.

Network File System

NFS is a system that was originally developed by Sun, but is now an Open Standard
system. Used commonly in the UNIX and Linux world. It is a distributed file system. It can
be mounted on one server and the network will be used to share information to multiple
machines.

New Technology File System

NTFS is the standard file structure for the Windows NT operating system. It is used for
retrieving and storing files on the hard disk.

Raw Device Mapping

RDM helps any file in a virtual machine file system to act as a proxy for any raw device. It
allows a VM to access as well as use the storage device.

Choosing Between Different Types of Storage

All the storage devices are divided into three categories, which are -

e Direct-Attached Storage
e Network-Attached Storage

e Storage-Area Network

Let us understand each of these in detail.

Direct-Attached Storage

DAS is your local hard drive. We can have one or more local hard drives in every machine.
It is mostly used for small-virtualized systems. This solution is appropriate for a small
amount of guest machines. It is the cheapest and the easiest method of storage. You can
connect an external hard drive too with this method, load any guest machines onto that
external hard drive, and that is just a quick and easy way to get rolling.

For example — A server that has local hard discs on it. That type of hypervisor can hold
not more that 10-20 VM machines. A sample device can be a HP Server with eight local
hard discs as shown in the following illustration.

89

@ tutorialspoint

EIMPLYEAEYLEARMNINEG



Virtualization 2.0

Network-attached Storage

NAS is "Any server that shares its own storage with others on the network and acts as a
file server in the simplest form". Network Attached Storage shares files over the network.
Some of the most significant protocols used are SMB, NFS, CIFS, and TCP/IP. When you
access files on a file server on your windows system, it is NAS.

NAS will be using an Ethernet connection for sharing files over the network. The NAS
device will have an IP address and then will be accessible over the network through that
IP address. Biggest providers of NAS are QNAP and Lenovo.

The following illustration shows how NAS works.

2

using NAS

Hypervisor using
NAS through
Network for its VM

Switch
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Storage-area Network

SANs allow multiple servers to share a pool of storage; making it appear to the server as
if it were local or directly attached storage. A dedicated networking standard, Fibre
Channel, has been developed to allow blocks to be moved between servers and storage
at high speed. It uses dedicated switches and a fiber-based cabling system, which
separates it from the day-to-day traffic traversing the busy enterprise network. While the
well-established SCSI protocol enables communication between the servers’ host bus
adaptors and the disk system.

Hypervisor
using SAN
through Fiber optics

SAN Switch

SAN
Storage
pools
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10. Virtualization — Troubleshooting

In this chapter, we will discuss troubleshooting for network communication and for slow
performance.

Troubleshooting Network Communication

In a virtual environment, to troubleshoot a network connectivity, we should follow some
steps in order to find a resolution.

Network Communication Indications
Some of the symptoms that we have are as follows:

e You cannot connect to the Internet.

e There is no network connectivity to or from a single virtual machine.
e Virtual machines fail to connect to the network.

e Cannot get an IP.

e A TCP/IP connection fails to and from a single virtual machine.

Network Communication Errors
You can get the following errors as well:

e Destination Host Unreachable

e Network error

e Connection Refused

e Network cable is unplugged

e Ping request could not find host

e Please check the name and try again

¢ Unable to resolve target system name, etc.

Network Communication Resolutions
The resolutions for the above symptoms and errors are as follows -

e Make sure that the Port Group Name is associated with the virtual machine's
network adapter, which exists in the switch or in the Virtual Distributed Switch.
Also, ensure that it is spelt correctly.

e Make sure that there are enough storage capacities in your virtual machine
sometimes it affects the connectivity.

e Verify that the virtual network adapter is present and connected.
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e Verify that the networking within the virtual machine's guest operating system
is correct.

¢ Verify that the TCP/IP stack is functioning correctly.

e If this virtual machine was converted from a physical system, verify that there are
no hidden network adapters present. Because it can have hidden static routes.

e Verify that the vSwitch has enough ports for the virtual machine.

e Verify that the virtual machine is configured with two vNICs to eliminate a NIC or
a physical configuration issue.

e Confirm that your virtual machine's firewall is not blocking the Internet access.

e Confirm that your virtual machine's anti-virus program is not blocking the
Internet access.

¢ Ensure that the network adapter is enabled.
e Shut down the virtual machine and then restart your Host Machine.

e Removing and re-adding virtual network card adaptor.

Troubleshooting Slow Performance

Check if your CPU load is high. You can click on “"CPU”. This will show you the amount of
CPU the VM is consuming. If it is very high, you may consider adding some more vCPUs.
This should be done after ensuring that the physical host has more cores available than
what you are going to configure inside the VM. We should also consider whether the
applications inside the VM are actually able to utilize multiple vCPUs or not.

Check the Memory

Memory could be a serious limit on VM performance as well. If you do not configure enough
memory, the VM will usually respond by starting to swap its memory pages to disk .If your
virtual machine is using more than 2/3rd of the memory and then we should allocate more.

See Disk Alignment

For any pre-Windows 7, pre-Windows 2008 Server or older Linux based systems, your disks
may be misaligned. Misalignment may cause quite a performance hit, especially when your
storage underneath does not have many IOPS to spare.

It is important to format the virtual disks to a specific format or block size according to the
application needs. For example — The database of a Microsoft SQL 2005 server is generally put
on an NTFS that has a block size of 64KB.

If the virtual machine has a performance issue at some point in time, you need to check the
virus scanner. Not only on the impacted virtual machine, but also on the other virtual machines
as well.

If you do a P2V - a virtual machine (meaning you convert a physical machine to a VM) and you
do not “clean up” afterwards, there may be a lot of unused drivers and even applications.
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11. Virtualization — Backing Up, Restoring & Migrating VM

In this chapter, we will discuss how to back up, restore and migrate a virtual machine.

Duplicating aVM

To duplicate or clone a machine means making an exact copy of it. Most of the hypervisors
support this feature. By duplicating a machine, we copy down every detail, including the
name of the machine and the different network addresses attached to the machine.

Duplicating a machine and putting it in to function is not always the best option because
a duplicate name or IP in network can be a problem. We make duplication generally for
backup purposes.

Most hypervisors can clone while the machine is turned off. If the hypervisor accepts to
clone while it is on, it is recommend to turn it off, because the process can crash the
machine. In practice, we have discussed “How cloning is done in VMware Workstation”,
please refer to the previous chapters.

Backing Up and Recoveringa VM

There are three methods for backing up virtual machines.

Method 1

The most common one is to install traditional backup software on the guest VM. If Windows
OS is used on our VM, we can use “Backup and restore” to back up the machine, which is
found in the “Control Panel”.

O & More v/

Best match

Backup and Restore (Windows 7)

Control panel

For Linux OS, we can use many open source tools depending on our needs, like “Bacula”,
“rsync”, etc.
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Method 2

Another strategy or method is to copy all of the files that define a VM. Therefore, we will
have to go out and find all of the individual files that define our virtual machine and copy
them to an alternate location. Some of these files are going to be large.

Example: Here, we have created several VM machines with VirtualBox as shown in the
following illustration. Their names are - “"AC2”, “Kali2016.1", “test”, “Windows 2012".

¢ Oracle VM VirtualBox Manager
File Machine Help

@ @ 9

New Settings Discard Start

@/ AC2 (Snapshot 4)
[ Saved

Kali 2016.1 (Snapshot 1)
@ (@ Powered Off

64y test
L )7 @ Powered Off

831 )5 Windows 2012
@é @ Powered Off

To find the files that we have to copy or to backup, we have to right click on the VM
machine. Go to “"Storage” then move your mouse over the virtual HDD and it will show the
full path where the VDI files are found.

— L= .
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| HNetwork
D senstrons

| Shared Foiders
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95

' tutorialspoint

EIMPLYEASYLEARMNING



Virtualization 2.0

> admmn > VetuaBoxVMs > Windows 2012 » vl Search Windows 2012

g A Name & Date mediied Type Sze
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*
@ Vindows 2012.vbox !

s _| Windows 2012.vbox-prev 3k
jts @ Windows 2012.vdi 3¢ 2332

s
bport

We will save all these files to another location.

Method 3

The third option to backup and restore VM machines is to use third party software. One of
the best is VEEAM, which can be found on the following URL - https://www.veeam.com/

VEEAM BAJTLP AND TELCATION
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Restore
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s B vewe 1 exnange fh Inotant WM recoveny 100068
4 : (23 L % Restore guest Sles .
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. F5.553 5 "‘\‘A-:v—:;d'l Exchange madbor gem:
BiFsss2 P MicraioR ShaerPomt content.
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Converting a Physical Server into a Virtual Server

In this section, we will see how to convert a physical machine into a virtual machine. This
is often called as P2V in many literatures.

VMware puts out a product that is called vCenter Converter, which will convert from a
physical machine specifically into a VMware virtual machine. The software can be
downloaded from - http://www.vmware.com/products/converter.html
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Microsoft has a product

called Disk2vhd, which will convert a physical hard drive into a

VHD formatted virtual hard drive. It can be downloaded from the following link -
https://technet.microsoft.com/en-us/sysinternals/ee656415.aspx

We just have to install the software on the physical server and click “Create” as shown in

the screenshot below. A

VHDX file will be created which could be imported in a Hypervisor.

> Disk2vhd - Sysinternals: www.sysinternals.com = = “
Disk2vhd v2 0
Copyright © 2009-2013 Mark Russinovich
Syartamais - waw gysrtamals com !m vhex
VHO Fie name: |V Use Volume Shadow Copy
C:sers SR Desi top Disk 2vhd ERRERS
Yolumes to ndude:
Volume Label See Free Space Required
V! \Viloume (20635025, KINGSTON iINBGE LR2G 3.74GB
W \PWolume{ea038e83-... SystemReserved 100.00ME &6.07M8 ¥.01M8
W C:\ No Label] 195.22G8 S482G8 116.10G8
W D\ No Label] 270.45G8 1340G8 26.59G8
Heb Creats Ciose
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Both of these products will convert machines, while the server is running and is free. All
the vendors of hypervisors have some P2V tool and they are typically free. From the
vendor’s point of view, they would very much like you to convert your physical machines
into virtual machines that are optimized for their hypervisor.

Converting a Virtual Server into a Physical Server

To convert a virtual server to a physical server also commonly called as V2P is certainly
less common than a P2V conversion. However sometimes, it is needed in
development-based environments. It does happen where a product needs to be tested in
the virtual server than to a physical server, or to clone a production machine and move it
to test.

Hypervisor vendors do not offer such a tool. However, you have to request the hardware
vendor, if they could offer such tools.
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