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FreeRADIUS Beginner's Guide contains plenty of practical exercises that will help you with
everything from basic installation to the more advanced configurations like LDAP and Active
Directory integration. This book will help you understand authentication, authorization,

and accounting in FreeRADIUS using the most popular Linux distributions of today. Larger
deployments with realms and fail-over configuration are also covered along with tips. A quiz
at the end of each chapter validates your understanding.

The book can be divided into three sections:

1. Introduction and installation (Chapter 1 to Chapter 3)
2. AAA functions of FreeRADIUS (Chapter 4 to Chapter 7)
3. Advanced topics (Chapter 8 to Chapter 13)

Let's see what each chapter deals with:

Chapter 1, Introduction to AAA and RADIUS, introduces FreeRADIUS and the RADIUS
protocol. It highlights some key RADIUS concepts, which help the user avoid common
misunderstandings.

Chapter 2, Installation, describes how to build and install FreeRADIUS from source on
popular Linux distributions. It also covers installing the FreeRADIUS packages included
with popular Linux distributions. Ubuntu, SUSE, and CentOS will be used to ensure a
wide coverage.

Chapter 3, Getting Started with FreeRADIUS, gives a brief introduction on the various
components of FreeRADIUS. It also discusses the process of handling a basic authentication
request.



Preface

Chapter 4, Authentication, teaches authentication methods and how they work. Extensible
Authentication Protocol (EAP) is covered later in a dedicated chapter.

Chapter 5, Sources of Usernames and Passwords, covers various places where username/
password combinations can be stored. It shows which modules are involved and how to
configure FreeRADIUS to utilize these stores.

Chapter 6, Accounting, discusses the need for accounting and the options available to
record accounting data. It also discusses implementing a policy that includes limiting
sessions and/or time and/or data.

Chapter 7, Authorization, discusses various aspects of authorization including the use of
unlang.

Chapter 8, Virtual Servers, discusses various aspects of virtual servers and where they can
potentially be used.

Chapter 9, Modules, discusses the various modules used by FreeRADIUS and how to
configure multiple instances of a certain module.

Chapter 10, EAP, a dedicated chapter on EAP, is a one stop for EAP (802.11x and WiFi).

Chapter 11, Dictionaries, introduces dictionaries, which are used to map the names seen
and used by an administrator, to the numbers used by the RADIUS protocol.

Chapter 12, Roaming and Proxying, deals with the RADIUS protocol, which allows the
proxying of authorization and accounting requests. This makes roaming possible. This
chapter covers various aspects of proxying in FreeRADIUS.

Chapter 13, Troubleshooting, works through many common problems, giving examples
of what to look for, and how to fix the issue.

You need to be familiar with Linux and have a solid understanding of TCP/IP. No previous
knowledge of RADIUS or FreeRADIUS is required.

To get the most out of the practical exercises you will need a clean install of Ubuntu, SUSE
or CentOS

If you are an Internet Service Provider (ISPs) or a network manager who needs to track and
control network usage, then this is the book for you.

[2]
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In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of
their meaning.

Time for action - heading

1. Action1
2. Action?2
3. Action3

Instructions often need some extra explanation so that they make sense, so they are
followed with:

What just happened?

This heading explains the working of tasks or instructions that you have just completed.

You will also find some other learning aids in the book, including:

These are short multiple choice questions intended to help you test your own understanding.

These set practical challenges and give you ideas for experimenting with what you
have learned.

Code words in text are shown as follows: "The r1m sglcounter module allows defining
various counters (time or data based) to keep track of a user's usage."

A block of code is set as follows:

if (control:Auth-Type == 'PAP')
update reply ({

)

Reply-Message := ~/bin/echo We are using %{control:Auth-Type}"

}

[31]
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When we wish to draw your attention to a particular part of a code block, the relevant lines
or items are set in bold:

if (control:Auth-Type == 'PAP') {
update reply {
Reply-Message := ~/bin/echo We are using %{control:Auth-Type}"

}

Any command-line input or output is written as follows:

INSERT INTO radcheck (username, attribute, op, value) VALUES ('bob',
'Cleartext-Password', ':=', 'passbob');

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "clicking the Next button
moves you to the next screen".

% Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com, and
mention the book title via the subject of your message.

If there is a book that you need and would like to see us publish, please send us a note in
the SUGGEST A TITLE form on www . packtpub.com or e-mail suggeste@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide on www.packtpub.com/authors.

[4]
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Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code for this book

M You can download the example code files for all Packt books you have purchased
Q from your account at http: //www.PacktPub. com. If you purchased this
book elsewhere, you can visit http: //www.PacktPub. com/support and
register to have the files e-mailed directly to you.

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you

find any errata, please report them by visiting http://www.packtpub.com/support,
selecting your book, clicking on the errata submission form link, and entering the details
of your errata. Once your errata are verified, your submission will be accepted and the
errata will be uploaded on our website, or added to any list of existing errata, under the
Errata section of that title. Any existing errata can be viewed by selecting your title from
http://www.packtpub.com/support.

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

You can contact us at questions@packtpub.com if you are having a problem with any
aspect of the book, and we will do our best to address it.

[51]






It is my pleasure to present you a beginner's guide to FreeRADIUS. This book
will help you to deploy a solid, stable, and scalable RADIUS server in your
environment.

This chapter is used as an introduction to RADIUS and FreeRADIUS. We will be
covering a fair amount of theory and recommend you pay special attention to
it. This will supply you with a good foundation on the workings of the RADIUS
protocol and will be of much help in subsequent chapters.

In this chapter we shall:

¢ See what AAA is, and why we need it

¢ Learn where RADIUS started and why it is so relevant today

¢ See why FreeRADIUS really shines as a RADIUS server

¢ Understand the relationship between AAA, RADIUS, and FreeRADIUS

Let's get started.

Authentication, Authorization, and Accounting

Users gain access to data networks and network resources through various devices. This
happens through a wide range of hardware. Ethernet switches, Wi-Fi access points, and
VPN servers all offer network access.



Introduction to AAA and RADIUS

When these devices are used to control access to a network, for example a Wi-Fi access
point with WPA2 Enterprise security implemented or an Ethernet switch with 802.1x (EAP)
port-based authentication enabled, they are referred to as a Network Access Server (NAS).

All these devices need to exercise some form of control to ensure proper security and usage.
This requirement is commonly described as Authentication, Authorization, and Accounting
(AAA). AAA is also sometimes referred to as the Triple A Framework. AAA is a high-level
architecture model, which can be used for specific implementations.

AAA is specified through various RFCs. Generic AAA Architecture is specified in RFC 2903.
There are also RFCs that cover different AAA aspects.

Authentication is usually the first step taken in order to gain access to a network and the
services it offers. This is a process to confirm whether the credentials which Alice provided
are valid. The most common way to provide credentials is by a username and password.
Other ways such as one-time tokens, certificates, PIN numbers, or even biometric scanning
can also be used.

After successful authentication a session is initialized. This session lasts until the connection
to the network is terminated.

Who is Alice?

Alice and Bob are placeholder names. In fact there is a whole character set, each
representing a specific role. We will use the following placeholder names:

Alice: A user who wants access to our network
= Bob: Another user who wants access to our network
Isaac: The Internet Service Provider (ISP)/our network

You can read more about them on Wikepedia: http://en.wikipedia.
org/wiki/Alice_and Bob.

The following image illustrates an authentication process by using the common activity
of drawing money from an ATM as an example. This in essence lets you gain access to the
bank's network (although it is limited in the extreme).
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Bank of
Isaac

Hello, I'm Alice and | want some money
Mot so fast missy! what's your PIN code?
PIN = 10810

‘Welcome to the Bank of Isaac

A

Authorization is a means by which Isaac controls the usage of the resources. After Alice has
authenticated herself, Isaac can impose certain restrictions or grant certain privileges. Isaac
can, for instance, check from which device Alice accesses the network and based on this
make a decision. He can limit the number of open sessions that Alice can have, give her a
pre-determined IP Address, only allow certain traffic through, or even enforce Quality of
Service (QoS) based on an SLA.

Authorization usually involves logic. If Alice is part of the student group then no Internet
access is allowed during working hours. If Bob accessed the network through a captive portal
then a bandwidth limit is imposed to prevent him from hogging the Internet connection.

Logic can be based on numerous things. Authorization decisions for instance can be based on
group membership or the NAS through which you connect or even the time of day when you
access our resources.

If we take the previous ATM example we can see that if Alice does not have an overdraft
facility she will be limited on the amount of money she can withdraw.

I 'want 31000

Sorry, you only have 5200 available in your
account and you do not have an overdraft
facility.

| want $100
| 3

Sure, here is the $100

Accounting is a means of measuring the usage of resources. After Isaac has established who
Alice is and imposed proper control on the established session, he can also measure her
usage. Accounting is the ongoing process of measuring usage.
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This allows Isaac to track how much time or resources Alice spends during an established
session. Obtaining accounting data allows Isaac to bill Alice for the usage of his resources.
Accounting data is not only useful to recover costs but it allows for capacity planning, trend
analysis, and activity monitoring.

When Alice wants to check her usage and availability of money the ATM offers this
functionality. The Bank of Isaac can also monitor her account and discover if she is usually
broke before the end of the month. They can then offer her an overdraft facility.

How much meney did | draw the past
week?

_ Bank of

Monday: 530
Wednesday: $100
Friday: $200

Available balance: 5400

RADIUS is a protocol which is used to provide AAA on TCP/IP networks. The next section will
continue with more on the RADIUS protocol.

RADIUS is an acronym for Remote Access Dial In User Service. RADIUS was part of an AAA
solution delivered by Livingston Enterprises to Merit Network in 1991. Merit Network is

a non-profit Internet provider, which required a creative way to manage dial-in access to
various Points-Of-Presence (POPs) across it's network.

The solution supplied by Livingston Enterprises had a central user store used for
authentication. This could be used by numerous RAS (dial-in) servers. Authorization and
accounting could also be done whereby AAA was satisfied. Another key aspect of the
Livingston solution included proxying to allow scaling.

The RADIUS protocol was then subsequently published in 1997 as RFCs, some changes
applied, and today we have RFC2865, which covers the RADIUS protocol, and RFC2866,
which covers RADIUS accounting. There are also additional RFCs which cover enhancements
on certain RADIUS aspects. Having RFCs to work from allows any person or vendor to
implement the RADIUS protocol on their equipment or software. This resulted in widespread
adoption of the RADIUS protocol to handle AAA on TCP/IP networks. You will find the word
RADIUS is used loosely to either mean the RADIUS protocol or the entire RADIUS client/
server system. The meaning should be clear from the context in which it is used.
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Supporting the RADIUS protocol and standards became the de facto requirement for NAS
vendors. RADIUS is used in a wide variety of places, from cellular network providers having
millions of users to a small WISP start-up providing the local neighborhood with Internet
connectivity to enterprise networks that implement Network Access Control (NAC) using
802.1x to ring fence their network. RADIUS is found in all these places and more!

ISPs and network administrators should be familiar with RADIUS since it is used by various
devices that control access to TCP/IP networks. Here are a couple of examples:

A firewall with VPN service can use RADIUS.

Wi-Fi access points with WPA-2-Enterprise encryption involve RADIUS.

When Alice connects through an existing Telco's infrastructure using DSL; the Telco's
equipment will use RADIUS to contact Isaac's RADIUS servers in order to determine
if she can gain Internet access through DSL (proxying).

The next section will summarize the RADIUS protocol as specified in RFC2865.

RADIUS protocol (RFGC2869)

This section explores the RADIUS protocol on a technical level as published in RFC2865.
RADIUS accounting is excluded. This is published as RFC2866 and explored in its own section.

The RADIUS protocol is a client/server protocol, which makes use of UDP to communicate.
Using UDP instead of TCP indicates that communication is not strict on state. A typical flow
of data between the client and server consists of a single request from the client followed by
a single reply from the server. This makes RADIUS a very lightweight protocol and helps with
its efficiency across slow network links.

Before successful communication between the client and server can be established, each has
to define a shared secret. This is used to authenticate clients.

An NAS acts as a RADIUS client. So when you read about a RADIUS client
A it means an NAS.

NAS RADIUS
(RADIUS Client) Server

Shared Secret

nl
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RADIUS packets have a specified format defined in the RFC. Two key components inside a
RADIUS packet are:

¢ The code, which indicates the packet type
¢ Attributes, which carry the essential data used by RADIUS

Let's investigate the composition of a RADIUS datagram.

The data packet

Knowing the format of a RADIUS packet will greatly assist in understanding the RADIUS
protocol. Let us look more closely at the RADIUS packet. We will look at a simple
authentication request. A client sends an Access-Request packet to the server. The server
answers with an Access-Accept packet to indicate success.

The RADIUS packets shown here are only the payload of a UDP packet. A discussion of the
UDP and IP protocols is beyond the scope of this book.

The screenshots were obtained by capturing the network traffic between the
RADIUS client and RADIUS server.

We used a program called Wireshark to capture and look at the content of the

- data packets. Wireshark is an open source tool that should be part of any serious
% network guru's arsenal. It can be found here:
A

http://www.wireshark.org

The screenshots here are the result of a simple Authentication request send to a
RADIUS server. The obtaining of this data is commonly known as packet sniffing
among IT geeks.
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The following screenshot shows the Access-Request packet send from the RADIUS client:

Frame 1 (99 bytes on wire, 99 bytes captured)
Ethernet II, Src: 00:00:00 080:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:
Internet Protocol, Src: 127.0.8.1 (127.0.8.1), Dst: 127.0.0.1 (127.0.8.1)
User Datagram Protocol, Src Port: 33475 (33475), Dst Port: radius (1812)
Radius Protocol
Code: Access-Request (1
Packet identifier: exlé (22)
Length: 57
Authenticator: F7BCF35897153560CE87874BO56AABS1
- Attribute Value Pairs
- AVP: 1=7 t=User-Name(l): alice
User-Name: alice
— AVP: 1=18 t=User-Password(2): Encrypted
User-Password: k#(7 \312\278%228%025%322\226%\ 036240334275
- AVP: 1=6 t=NAS-IP-Address(4): 127.0.8.1
NAS-IP-Address: 127.0.0.1 (127.0.0.1)
- AVP: 1=6 t=NAS-Port(5): ©
NAS-Port: @

I+ 0+ o+ o+

The following screenshot shows the RADIUS server responding to this request with an
Access-Accept packet:

+ o+ + o+

Frame 2 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: 00:00:00 00:00:80 (P0:00:00:00:00:00), Dst: 00:00:00 08O:
Internet Protocol, Src: 127.0.0.1 (127.8.0.1), Dst: 127.0.0.1 (127.8.8.1)
User Datagram Protocol, Src Port: radius (1812), Dst Port: 33475 (33475)
Radius Protocol

Code: Access-Accept (2)

Packet identifier: ox16 (22)

Length: 20

Authenticator: 71723CD1F8EDC25B4279788B3116D0CH

[This is a response to a request in frame 1]

[Time from request: @.880199800 seconds]

Let's discuss the packets.

1131




Introduction to AAA and RADIUS

Each packet is identified by a code. This field is one octet in size. The value of this code
determines certain characteristics and requirements of the packet. The following table can
be used as a reference to list some of the current defined codes for RADIUS packets:

RADIUS code (decimal) Packet type Sent by

1 Access-Request NAS

2 Access-Accept RADIUS server
3 Access-Reject RADIUS server
4 Accounting-Request NAS

5 Accounting-Response RADIUS server
11 Access-Challenge RADIUS server
12 Status-Server (Experimental)

13 Status-Client (Experimental)

255 Reserved

Knowing these codes is beneficial when working with RADIUS.

The second octet of each packet contains a unique identifier. It is generated by the client

and used as an aid to match requests and replies. RADIUS packets are transported using
connectionless UDP. This requires RADIUS to implement its own algorithm to submit retry
requests from the client. When a client resends a request to the server the packet's identifier
will remain unchanged. The server will respond to requests by matching the identifier in the
response packet.

Length

This is the third and fourth octets in the datagram. It indicates up to where the useful
data inside the packet is located. Octets outside the boundary indicated by this field are
considered to be padding and silently ignored.

The manner in which this field, which consists of 16 octets, is formed differs depending
on whether the packet is a request from the client or a response from the server. It also
depends on the packet type, for example Access-Request or Accounting-Request. If it is a
request, the field is referred to as a Request Authenticator. If it is a response, the field is
referred to as a Response Authenticator.

(1]
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The value of a Request Authenticator is a random number not to be repeated again. The
value of a Response Authenticator is the MD5 hash of various fields in the reply packet along
with the shared secret between the client and server.

If the request includes the User-Password attribute, then the value of this attribute will be
encrypted. This encrypted value is typically generated by creating an MD5 hash from the
shared secret combined with the authenticator and then XOR-ing the result with the user's
password. This is why the shared secret has to be the same on the client and the server in
order to decrypt the user's password.

The rest of the RADIUS packet will contain zero or more attributes, which are referred to as
Attribute Value Pairs (AVP). The end of these AVPs is indicated by the packet's length field,
as mentioned before.

RADIUS packets are transported through UDP. The code field identifies the type of RADIUS
packet. Attributes are used to supply specific information used for authentication, authorization,
and accounting. To authenticate a user for instance, the User-Name and User-Password AVPs
will be included along with some other attributes inside the Access-Request packet.

AVPs are the workhorse of the RADIUS protocol. AVPs can be categorized as either check or
reply attributes. Check attributes are sent from the client to the server. Reply attributes are
sent from the server to the client.

Attributes serve as carriers of information between the client and server. They are used by
the client to supply information about itself as well as the user connecting through it. They
are also used when the server responds to the client. The client can then use this response
to control the user's connection based on the AVPs received in the server's response.

The following sections will describe the format of an AVP.

Type

The first octet of the AVP is the type field. The numeric value of this octet is associated with
an attribute name so that we humans can also understand. Assignment of these attribute
names to numbers is controlled by IANA (http://www.iana.org/). The attribute

names are usually descriptive enough to deduce their function, for example User-Name(1),
User-Password(2), or NAS-IP-Address(4).
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RADIUS also allows extending the protocol; attribute Type 26 (called Vendor-Specific) allows
for this. The value of the Vendor-Specific attribute can in turn contain Vendor Specific
Attributes (VSAs) which are managed by a vendor.

Length

The length field consists of the second octet in the AVP. This is used in the same manner as
in the RADIUS packet itself to indicate the length of the AVP. This method allows one to have
AVPs with different size values since the length field will mark the AVP's end.

The value of an AVP can differ in size. The value field can be zero or more octets. The value
field can contain one of the following data types: text, string, address, integer, or time.

Text and string can be up to 253 octets in size. Address, integer, and time are four
octets long.

If we take the 'NAS-IP-Address' AVP in the Request packet we see the length is six. That is
one octet for the type, one octet for the length, and four octets for the IP address, six octets
in total.

The next section will discuss Vendor-Specific Attributes, which are an extension to the
standard AVPs.

Vendor-Specific Attributes (VSAS)

VSAs allows vendors to define their own attributes. The format of the attribute definitions
is basically the same as for normal AVPs with the addition of a vendor field. VSAs are sent
as the value of AVP Type 26. This means that VSAs are an extension of AVPs and carried
inside AVPs.

This makes RADIUS very flexible and allows a vendor to create extensions to customize their
RADIUS implementation. CoovaChilli for instance has a VSA attribute called 'ChilliSpot-Max-
Total-Octets'. When the CoovaChilli client receives this attribute in a reply from the RADIUS
server it uses this value to restrict data through the captive portal.

The NAS will silently ignore any VSAs that are not meant for it. Some vendors publish
their VSAs, but this is not required. Others simply list them on a website or document.
This can then be consulted to determine the capabilities of the RADIUS implementation
of their equipment.
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Proxying and realms

The RADIUS protocol allows for scaling. Proxying allows one RADIUS server to act as a client
to another RADIUS server. This can eventually form a chain.

A discussion on proxying also includes realms. Realms are names used to group users and
form part of the username. A username is separated from the realm name with a specified
delimiter character. The realm name can be prefixed or postfixed to the username. Today's
popular standard uses domain names as a postfix and delimits it with the @ character, for
example aliceefreeradius.org. Thisis, however, just a convention. The realm can be any
name and the delimiter can be any character. Windows users typically use a prefix notation
specifying the domain first with a \ character as delimiter, for example my domain\alice.

When the RADIUS server receives a request with a username containing a realm it can
decide whether to process the request or to forward the request to another RADIUS server
designated to handle requests for the specified realm. This would require that the second
RADIUS server should have the forwarding RADIUS server defined as a client and that they
also have a shared secret in common.

The RADIUS protocol is client/server based. The RADIUS server will listen on UDP port 1812
and 1813. Port 1812 is used for authentication. This will involve Access-Request, Access-
Accept, Access-Reject, and Access-Challenge packets. Port 1813 is used for accounting. This
will involve Accounting-Request and Accounting-Response packets.

A client and the server require a shared secret in order to encrypt and decrypt certain fields
in the RADIUS packet.

RADIUS clients are usually equipment which supplies access to a TCP/IP data network. The
client acts as a broker between the RADIUS server and a user or device that wants to gain
network access.

The proxying functionality of RADIUS also allows one RADIUS server to be the client of
another RADIUS sever, which eventually can form a chain.

The feedback from the RADIUS server not only determines if a user is allowed on the
network (authentication), but can also direct the client to impose certain restrictions on the
user (authorization). Examples of restrictions are a time limit on the session or limiting the
connection speed.
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The responsibility to impose the recommended adjustments to the user's session lies with
the client though. Due to the stateless nature of the RADIUS protocol there is no way for
the RADIUS server to know if the client is imposing the recommended restrictions. In order
for the client to communicate successfully with the RADIUS server there should be a shared
secret between the two. This is used to encrypt certain attributes.

Accounting is defined in a separate RFC. The next section will summarize RADIUS accounting
as specified in RFC2866.

RADIUS accounting (RFC2866)

This section explores the accounting functionality of the RADIUS protocol. Accounting is a
means of tracking usage of resources and typically used for billing.

The RADIUS accounting server runs on port 1813. When a user's session begins the NAS
sends an Accounting-Request packet to the RADIUS server. This packet must contain certain
AVPs. It is the first packet sent after successful authentication. The server will confirm
reception by sending a matching Accounting-Response packet.

Throughout the session the NAS can send optional update reports on the time and data
usage of a particular user. When the user's session ends the NAS informs the server about it.
This puts closure to the accounting details recorded during the user's session.

The RADIUS client's functionality makes provision for instances when the server is down.
The NAS will then, depending how it is configured, retry or contact another RADIUS server.

When a RADIUS server functions as a forwarding proxy to another RADIUS server, it will
serve as a relay for the accounting data. It may also record the accounting data locally before
forwarding it.

Accounting involves RADIUS code 4 (Accounting-Request) and code 5 (Accounting-Response)
packets. Accounting packets like authentication packets use the same RADIUS protocol.

One unique feature of accounting packets is that the User-Password attribute is not sent

in the request.
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See the following output from Wireshark that shows a typical accounting transaction. It
starts with an Accounting-Request from the client:

I+ o+ o+t

Frame 7 (186 bytes on wire, 186 bytes captured)
Ethernet II, Src: IntelCor 80:9b:0f (00:13:e8:80:9b:0f), Dst: CadmusCo |
Internet Protocol, Src: 192.168.1.103 (192.168.1.103), Dst: 192.168.1.1
User Datagram Protocol, Src Port: 44284 (44284), Dst Port: radius-acct
Radius Protocol

Code: Accounting-Request (4)

Packet identifier: ox44 (68)

Length: 144

Authenticator: D57C354DA8B7FBECEES3005B39096B54

[The response to this request is in frame 8

™

+ o+t

— Attribute Value Pairs

AVP: 1=19 t=Acct-Session-Id(44): 4D2ZBBBAC-80008898

AVP: 1=6 t=Acct-Status-Type(48): Start(l)

AVP: 1=6 t=Acct-Authentic(45): RADIUS(1

AVP: 1=7 t=User-Name(l): alice

AVP: 1=6 t=NAS-Port(5): @

AVP: 1=31 t=Called-Station-Id(38): 00-82-6F-AA-AA-AA:My Wireless
AVP: 1=19 t=Calling-Station-Id(31): 00-1C-B3-AA-AA-AA

AVP: 1=6 t=NAS-Port-Type(61): Wireless-862.11(19)

AVP: 1=24 t=Connect-Info(77): CONNECT 48Mbps 882.11b

The server then replies to the client with an Accounting-Response:

+ o+ o+ o+

Frame 8 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: CadmusCo 63:c2:83 (08:00:27:63:c2
Internet Protocol, Src: 192.168.1.106 (192.168.1.10d
User Datagram Protocol, Src Port: radius-acct (1813
Radius Protocol

Code: Accounting-Response (5)

Packet identifier: 8x44 (68)

Length: 20

Authenticator: A72D9494B5D5E987B9577C20AASD965A

[This is a response to a request in frame 7]

[Time from request: ©.081801080 seconds]

Accounting-Request packets are also required to include certain AVPs. Let us take a look at
important AVPs used in accounting.

Acct-Status-Type (Type40)

This packet indicates the status of the user or the NAS. An NAS may send interim updates on
the usage of a certain session. in order to do this the NAS sets the type to Interim-Update.
This allows us to follow usage trends in approximately real time.
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The RADIUS server does not check up on an NAS. If an NAS has informed the RADIUS server
about a newly connected user (status type Start) and thereafter the NAS breaks down
completely, the records on the RADIUS server will still indicate that the user is connected

to the NAS when in fact the user is not. These records are referred to as rogue entries. To
reduce rogue entries, it is good practice for an NAS to send an Accounting-Off followed by an
Accounting-On packet just after boot-up and also an Accounting-Off packet before shutting
down. This action will cause RADIUS to close all open records for any user connected to the
particular NAS allowing a clean start.

Rogue entries are particularly problematic when you limit the number of sessions a user can
have. If the component limiting the sessions of a user makes use of data containing rogue
entries the calculations will not be accurate.

The following decimal to type table can be used as reference for the possible status values:

Decimal value Status type
Start

Stop
Interim-Update

1
2
3
7 Accounting-On
8 Accounting-Off
9-

14 Reserved for tunnel accounting

15 Reserved for failed

Although the Acct-Status-Type AVP is not compulsory it is almost always included.

Acct-Input-Octets (Typed2)

This indicates the octets received during the session and is used with Acct-Status-Type having
a value of Interim-Update or Stop.

Take note of the value's limitation. Four octets limit it to 4,29,49,67,296. Most modern
RADIUS implementations already cater for this.

Acct-Output-Octets (Typed3d)

This indicates the octets sent during the session and is used with Acct-Status-Type having a
value of Interim-Update or Stop.

Take note of the value's limitation. Four octets limit it to 4,29,49,67,296. Most modern
RADIUS implementations already cater for this.
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Acct-Session-ld (Typedd)

Compulsory for all Accounting-Request packets, this is a unique value that is used to match
Start, Interim, and Stop records. All Start, Interim, and Stop records of a session should have
the same value for Acct-Session-Id.

Acct-Session-Time (Type46)

The name is self explanatory. The time in seconds indicating the session's duration and is
used with Acct-Status-Type having a value of Interim-Update or Stop.

Acct-Terminate-Cause (Type49)

This is accompanied by an Acct-Status-Type AVP with its value set to Stop. The value of this
AVP is decimal. It is used in the same manner as Acct-Status-Type where a specific decimal
value resolves to a termination cause.

Conclusion

This brings us to the end of RADIUS accounting. The next session will look at certain RFCs that
add functionality and enhancements to the RADIUS definitions of RFC2865 and RFC2866.

After the initial RFCs defining RADIUS in general and RADIUS accounting, various extensions
were proposed to expand RADIUS usage or improve some weaknesses.

There is also an improved RADIUS protocol called Diameter (A word play—twice as good as
RADIUS). The uptake of Diameter has been very slow though, and RADIUS still remains the
de facto standard for the foreseeable future. A major reason for this is probably the fact
that the many enhancements that Diameter was supposed to bring are already covered by
the various RADIUS extensions. There is, for instance, the RadSec protocol that transports
RADIUS over TCP and TLS. This makes RADIUS scale better in roaming environments.

Although there are more, we will only look at two important extensions likely to be used.

Dynamic Authorization extension (RFC5176)

This extension helps to create a feedback loop from the RADIUS server to the NAS. This in
effect swaps the roles of the client and server. The RADIUS server becomes a client to the NAS.

Dynamic authorization allows for the RADIUS server to inform the NAS about changes that
have to be made to a user's existing session on the NAS. There are two popular applications
of this extension.
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Disconnect-Message (DM)

Also known as a Packet of Disconnect (POD), this is used to disconnect an existing user's
session. The RADIUS server sends the disconnect request and the NAS has to reply whether
the disconnection was successful or not.

This message supplies data to change the authorization of an existing user's session. We

can now dynamically change the bandwidth limit per session for instance. This allows us to
increase the per session bandwidth when load on our Internet link decreases. When load on
our Internet link increases we can again decrease the per session bandwidth.

MikroTik RouterQOS includes this functionality on some of the services that use RADIUS.

The following table lists the codes and names of the RADIUS packets involved:

Radius code (decimal) Packet type Send by

40 Disconnect-Request RADIUS server
41 Disconnect-ACK NAS

42 Disconnect-NAK NAS

43 CoA-Request RADIUS server
44 CoA-ACK NAS

45 CoA-NAK NAS

RADIUS support for EAP (RFC3979)

EAP stands for Extensible Authentication Protocol. It is mostly used for security on Ethernet
switches and Wi-Fi access points.

EAP supports the use of an external authorization server. RADIUS can be such a server. EAP
will then use the RADIUS protocol to wrap the EAP data inside AVPs in order to authenticate
a connection.

This book has a dedicated chapter on EAP since it is such an important part of enterprise
Wi-Fi security.

In the next section will look at the FreeRADIUS project. FreeRADIUS is an implementation
of the RADIUS protocol and its various extensions including the two mentioned here.
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FreeRADIUS is an open source project supplying a very feature-rich implementation of the
RADIUS protocol with its various enhancements (http://www.freeradius.org). When
people refer to FreeRADIUS, they usually talk about the server software. This is the main
component of the software suite included in a FreeRADIUS download.

FreeRADIUS development started in 1999 after the future of the original Livingston RADIUS
server became uncertain. This allowed for the creation of a new RADIUS server that was
open source and could include active community involvement.

FreeRADIUS managed to gain a solid reputation and was able to compete with and even beat
most commercial equivalents. Their motto of "The world's most popular RADIUS Server" has
been unchallenged for some time now, making it a very valid statement.

FreeRADIUS has many strengths, which contributed to its popularity. Let us look at some
of them:

¢ Open source: This is not just free as in beer; you are free to adapt, change, expand,
and fix whatever is required. FreeRADIUS is released under the GNU General Public
License (GPL).

¢ Modular: FreeRADIUS comes with lots of modules included. You can also create
your own modules to be used by FreeRADIUS. Modules are included for LDAP
integration or SQL back-ends. There are also Perl and Python modules, which allow
you to unleash these two powerful scripting languages in FreeRADIUS.

¢ Used by the masses: Someone does not get fired for choosing FreeRADIUS. It is easy
to get references from ISPs and large companies who have very large user counts in
their FreeRADIUS deployments. FreeRADIUS conducted a survey to determine the
usage and deployment size of FreeRADIUS. The detailed results of this survey are
available on request from them.

¢ Active community: Because FreeRADIUS has such a large user base, chances are
someone else has experienced the same hurdles as you. FreeRADIUS has active
mailing lists with searchable archives.

¢ Available info: The information may not be in one locality, but it is available, and just
has to be found. There are lots of Wiki pages full of detail. There are also man pages
and configuration files, which are well written and easy to follow.
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¢ Active development: FreeRADIUS follows the "release early, release often" motto.

New developments around the RADIUS protocol are most likely to be supported
first in FreeRADIUS. You can look forward to one or more new FreeRADIUS releases
annually.

Commercial support: The core developers of FreeRADIUS offer commercial support.
There are also various people knowledgeable in FreeRADIUS who should be able to

supply paid support. Network RADIUS SARL has a nice website with more details on

paid support: http://networkradius.com/.

Availability: FreeRADIUS is available for various operating systems. All of the popular
Linux distributions include it as part of their available packages. It is even available
for Windows! Under the downloads page of the FreeRADIUS website there are links
to binary packages for various operating systems

There is no such thing as a perfect piece of software; FreeRADIUS is no exception. Here are
some of its weaknesses:

L 4

Complexity: This is the only real weakness. FreeRADIUS offers an all-inclusive piece
of software with many configuration options. If you are not careful you can end up
with a broken system.

Vulnerabilities: A few vulnerabilities were reported in the past but they have been
fixed since then. You can read more about those vulnerabilities and what version
of FreeRADIUS contained them at the following: http://freeradius.org/
security.html.

The competition

When FreeRADIUS states that it is the most popular server, who it is competing with? There
are competing RADIUS servers but also competing technologies. The competing RADIUS
servers include Cisco's ACS, Microsoft's IAS, and Radiator. Competing AAA technologies
include Diameter (mentioned earlier), TACACS+ (which is proprietary to CISCO, although also
supported by other enterprise network equipment manufacturers), and LDAP (LDAP only
supports authentication).
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Chapter 1

This chapter is the introduction and foundation on which we will build that. As a rehash on
important points discussed, be sure to know the following facts:

Name Stands for Short description
AAA Authentication, Authorization, The three components required for proper
and Accounting control of access and usage.
NAS Network Access Server A device controlling access to the network for
example, a VPN server. Acts as the RADIUS client.
AVP Attribute Value Pair A three-field component inside a RADIUS packet
used to contain a specified field and its data.
VSA Vendor-Specific Attributes An extension of the AVP managed by a specific
vendor.
¢ AAAis a security architecture model.
¢ RADIUS is a specific implementation of AAA.
¢ FreeRADIUS is a practical application of RADIUS.
¢ Thus we have AAA - RADIUS - FreeRADIUS.
¢ RADIUS is all about central control and is the de facto standard supported by

NAS vendors.

¢ RADIUS is a client/server protocol. It uses UDP and listens on port 1812 for
authentication and port 1813 for accounting requests.

RADIUS data packets have a code field, which specifies the type of RADIUS packet.

RADIUS data packets have zero or more AVPs, which contain the data used in
RADIUS.

¢ FreeRADIUS implements the RADIUS protocol along with its various extensions as
specified in RFCs.

¢ FreeRADIUS is a very popular, widely used, and very flexible RADIUS server.

This chapter was a FreeRADIUS starter. The main course begins with the next chapter where
we'll be installing FreeRADIUS and starting to use it.
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Introduction to AAA and RADIUS

1.

© N o U kW N

Explain the term NAS device.

What are the start and end points of a session?

Which protocol and ports does RADIUS use?

What do the RADIUS client and server require for successful communication?
What packet does the RADIUS client send when authenticating a user?

Who initiates a Disconnect Request packet and who receives it?

Name three components of an Attribute Value Pair (AVP).

Alice connects with username alice@freeradius.org to a network. What is the
name of the realm to which Alice belongs?
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There are two methods of installing FreeRADIUS on a Linux server. You can
simply install pre-built binary packages or alternatively build and install
FreeRADIUS from source code. This chapter will show you how to do both.

In this chapter we shall:

Install FreeRADIUS from pre-built binary packages

Build and install FreeRADIUS from source

* & o

Investigate which programs FreeRADIUS installs
¢ Ensure FreeRADIUS is running correctly

So let's get on with it...

There are a variety of Linux distributions to choose from. We will be covering three popular
distributions to include an audience as wide as possible and to avoid a distro war.

_ Adistro war usually starts between two equal passionate GNU/Linux
% supporters. The problem is when they support different GNU/Linux
=" distributions and believe their distribution is superior to all other available

distributions or operating systems.



Installation

Based on the package management system they use, a majority of Linux distributions

fall into one of two groups. One group uses Red Hat Package Manager (RPM) while the
second group uses dpkg Package Manager. We chose two RPM-based distributions, CentOS
and SUSE, which are popular in the enterprise. Instead of using Debian as a dpkg-based
distribution, we chose Ubuntu because of its huge popularity among beginners. Since
Ubuntu evolved out of Debian, the sections discussing Ubuntu should also apply on Debian
without major changes.

The steps in this chapter require one of the following to be installed:

Distribution Version
CentOS 5.5
SUSE SLES 11
Ubuntu 10.4

A typical server install with root access will be used as a base. Use this chapter as a guideline
if you do have a distribution with a version different from that specified.

Today's Linux distributions have lots of pre-build software, which can be installed with
ease. A single command can be used to install FreeRADIUS from a software repository.
This will resolve dependencies and install all the required packages in order to present
a working system.

. Software repositories are used by the package management system that runs
& on Linux. If you are new to package management systems, refer to this URL
— for further reading: http://en.wikipedia.org/wiki/Package
management system

The default installation of the three distributions will include repositories that contain the
FreeRADIUS packages. If this is not the situation, consult the package management system's
documentation in order to determine how to include the repositories that contain the
FreeRADIUS packages.
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Chapter 2

Time for action - installing FreeRADIUS

Pre-build FreeRADIUS packages can be installed by using the following command on each
distribution respectively:

¢ CentOS

#> yum install freeradius2 freeradius2-utils

¢ SUSE

#> zypper in freeradius-server freeradius-server-utils freeradius-
server-doc

¢ Ubuntu

$> sudo apt-get install freeradius

What just happened?

We installed the pre-build FreeRADIUS packages supplied for our Linux distribution to have
a basic working RADIUS server installation.

Advantages
Using the pre-build FreeRADIUS package has the following advantages:
¢ Resolving dependencies is automatically taken care of. This includes taking care
of future security updates, keeping track of all the optional packages that were

required to be installed with our package, and also ensuring the correct version of
a dependency package is installed.

The Linux distributor's QA testing ensures properly working software.
Updates are taken care of by the Linux distributor.
Distribution-specific tweaks are already implemented.

One compromise you make using pre-built binary packages is that you will not have the
latest version of FreeRADIUS on the machine.

FreeRADIUS is a feature-rich piece of software. Each distribution presents its FreeRADIUS
differently by spreading it across multiple packages.
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Installation

CentOS and Ubuntu include certain FreeRADIUS server modules as optional packages. This
keeps the basic server installation package lean. Installing optional server module packages
will also install required dependencies. This means, for instance, that when you install the
freeradius-mysqgl package, all the required MySQL libraries will also be installed as
dependencies.

SUSE divided their packages by functionality. You will find that the client and server each
have their own set of packages. SUSE also has utilities and documentation packages for
FreeRADIUS.

This section lists available pre-built FreeRADIUS packages per distribution. Names in bold
are recommended for a basic FreeRADIUS installation:

Cent0S
Package name Short description
freeradius2 Highly configurable RADIUS server
freeradius2-krb5 Kerberos 5 support for FreeRADIUS
freeradius2-ldap LDAP support for FreeRADIUS
freeradius2-mysql MySQL support for FreeRADIUS
freeradius2-perl Perl support for FreeRADIUS
freeradius2-postgresql PostgreSQL support for FreeRADIUS
freeradius2-python Python support for FreeRADIUS
freeradius2-unixODBC Unix ODBC support for FreeRADIUS
freeradius2-utils FreeRADIUS utilities
SUSE
Package name Short description
freeradius-client FreeRADIUS client software
freeradius-client-libs Shared library of FreeRADIUS client
freeradius-server Highly configurable RADIUS server
freeradius-server-dialupadmin Web management for FreeRADIUS
freeradius-server-doc FreeRADIUS documentation
freeradius-server-libs FreeRADIUS shared library
freeradius-server-utils FreeRADIUS clients




Chapter 2

Take note that the freeradius-client packages supplied by SUSE are

used by software developers to utilize RADIUS for AAA. Client programs like
' radtest are included in the freeradius-server-utils package.

Ubuntu
Package name Short description
freeradius FreeRADIUS server package
freeradius-dbg Contains detached debugging symbols for FreeRADIUS packages
libfreeradius2 FreeRADIUS shared library
freeradius-ldap LDAP module for FreeRADIUS server
freeradius-common FreeRADIUS common files, include dictionaries, and man pages
freeradius-iodbc iODBC module for FreeRADIUS server
freeradius-krb5 Kerberos module for FreeRADIUS server
freeradius-utils FreeRADIUS client utilities, including programs like radclient,
radtest, smbencrypt, radsniff, and radzap
freeradius-postgresq| PostgreSQL module for FreeRADIUS server
freeradius-mysq| MySQL module for FreeRADIUS server
freeradius-dialupadmin Web management add-on
libfreeradius-dev FreeRADIUS shared library development files

Special considerations

Older versions of Ubuntu did not compile SSL library support into the pre-built binary
packages. When installing FreeRADIUS on those versions, you need to build your own
if you require SSL support on the EAP extensions.

SUSE also offers the yast -i command to install software; but instead use zypper because
it has better decision making ability when installing packages and their dependencies.

The name of the FreeRADIUS package in CentOS is freeradius?2 instead of the expected
freeradius. This is because the FreeRADIUS version that came out with CentOS 5 originally
was 1.1.3. The changes in configuration files between the 1.x and 2.x releases of FreeRADIUS
were, however, of such magnitude that it required a change in name.

Not all FreeRADIUS modules have their respective matching package in Ubuntu or CentOS.
Modules without a matching package are simply included in the main FreeRADIUS package.
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Installation

Remember the firewall

CentOS and SUSE install an active firewall by default. Please ensure UDP ports 1812 and 1813
are open for the outside world.

There is a utility to configure the firewall on CentOS called system-config-
securitylevel-tui that should be run as root. This will start a cursors-based program.
Select the Customize option and press Enter. The Allow incoming | Other Ports list should
include 1812 :udp 1813 :udp. Select OK to return to the main screen and then select OK
again to commit the changes.

Confirm the ports are now open by checking the output of the following command:

#> /sbin/iptables -L -n | grep 181%

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 state NEW
udp dpt:1812

ACCEPT udp -- 0.0.0.0